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Executive Summary

The Statewide Homeless Assistance online Warehouse, SHADoW, was envisioned as an advanced business intelligence tool that combines two powerful human services datasets; the Michigan Statewide Homeless Information System (MSHMIS) and the State of Michigan Data Warehouse.   SHADoW would provide an aggregate view of services and support systems used by homeless persons in a de-identified environment for analysis by public and private organizations statewide.  The business Intelligence (BI) resulting from turning this data into information would enhance the understanding of the issues surrounding the State’s homeless population  and support Michigan’s ten year plan to end chronic homelessness.  

In 2006, in conjunction with the Michigan State Housing Development Authority (MSHDA), the Michigan Coalition to Against Homelessness (MCAH) and Michigan’s Data Warehouse, DYNS Services Inc. received a grant from the Housing and Urban Development Department (HUD) to design, develop and implement SHADoW.  As envisioned by those championing the effort at MCAH, Michigan Department of Human Services (DHS), Michigan Department of Information technology (MDIT) and Michigan State Housing Development Authority (MSHDA), SHADoW analysis would explore several important topics:

· What is the cost of homelessness on state systems?

· How do changes in state programs and allocations impact the numbers of persons served, the characteristics of those served, or the type of services provided by safety-net organizations in the private sector?  
· Are there patterns of service usage (both state and private) that relate to patterns of homelessness?

· Are homeless persons generally benefiting from state services designed to help those in need?

In the Fall of 2006, the SHADoW Leadership Board began the complex challenge of addressing key issues and barriers in a plan created to develop SHADoW over a twelve month period.    The project was designed to be accomplished in two phases, each containing a program and technical track operating simultaneously.  

Phase I established a representative leadership team capable of obtaining high level departmental buy-in on project objectives and enrolling stakeholder teams as work groups with the capacity to:

· Design and develop functional requirements leading to the testing of a proof-of-concept model.

· Establish an evaluation plan for pre-development stakeholder expectations and post-implementation satisfaction.

· Develop a work plan of Phase II with shareholder buy-in to make SHADoW operational. 

Phase II with collaboration, consensus, and top level buy-in on the value of Phase I proof-of-concept demonstrations: 

· Facilitated the operational implementation of the proof-of-concept model.

· Assessed the management of stakeholder expectations.

· Provided a summary white paper as a resource for other states.

The SHADoW Leadership Board represented six State agencies, Statewide HMIS Project Staff, and third party service contractors.  The Board, met monthly with work group members meeting more frequently as needed.

By the Fall of 2007 with the major technical issues resolved, a successful proof of concept for SHADoW led to plans for the development of a full functional product to be available in the Spring of 2008.   Issues of privacy and data sharing as well as access to the data base by external (outside the partner agencies) entities continue to be addressed so that SHADoW can meet its full potential.  

Part A: SHADoW:  Key Ideas and Concepts

1. Introduction to HMIS Data Warehousing

a. Value of homelessness data collection

The Statewide Homeless Assistance online Warehouse (SHADoW) collaboratively creates and maintains a multi-organizational data warehousing capability that enables the direct analysis of aggregate homeless information from both public and private organizations statewide. 
The collection of homeless assistance data from the Michigan Statewide Homeless Management Information System (MSHMIS) and State of Michigan human service databases allows policy and practice professionals to create analytical queries and reports on homeless populations, services delivery, and homeless needs. 

SHADoW uses de-identification
 techniques to protect the privacy of individuals and agencies, a variety of questions may be answered through the intersection of state data and MSHMIS data including: 

· What is the cost of homelessness on state systems?

· How do changes in state programs and allocations impact the numbers of persons served, the characteristics of those served, or the type of services provided by safety-net organizations in the private sector?  
· Are there patterns of service usage (both state and private) that relate to patterns of homelessness?

· Are homeless persons generally benefiting from state services designed to help those in need?

b.  HUD’s interest in data collaboration

A major objective of the SHADoW Project was developing collaborative partnerships and capacity building with State of Michigan departments and private nonprofit groups in the process of planning, developing, implementing, and operating the data warehouse.

HUD provided technical assistance to the State of Michigan in this effort with the ultimate goal of documenting Michigan’s experience through the development of written materials intended to serve as a toolkit to assist other states in understanding the statewide data warehousing planning and implementation process.

HUD contracted with Lockheed Martin Aspen Systems Corporation (Lockheed Martin) to assist in the creation of a statewide homelessness data warehouse in Michigan and prepare a white paper to document lessons learned.  Lockheed Martin subcontracted with DYNS Services, Inc. to (1) act as a neutral convener facilitating the coordination of both the technical and programmatic aspects of the warehouse; (2) administer an evaluation of the beneficiaries of the technical assistance; and (3) document the effort in the project’s primary deliverable; a white paper to assist other states in understanding the statewide data warehousing planning and implementation process.

c. Overview of White Paper

This white paper documents and profiles key concept, consensus building, and operational protocols employed to establish the Statewide Homeless Assistance online Warehouse (SHADoW).  In addition, it seeks to summarize significant lessons learned by the participants and to suggest alternative approaches where appropriate. 

Part A SHADoW Key Ideas and Concepts - provides an overview of key data warehouse concepts and definitions in order to introduce statewide data warehousing and to provide a context for the description of the SHADoW project. 

Part B SHADoW Planning and Governance - introduces the advantages of existing institutional practices including cross-boundary communications in establishing collaboration and governance for a multi-organizational warehousing project; building on pre-existing warehousing architecture; and turning data mining into business intelligence.

Part C Implementation, Operation and Documentation - discusses the discipline required for implementing and managing the technical aspects of the partnership including negotiating agreements and sustaining success. 

Each section ends with an informative summary of lessons learned and suggestions.  The appendices include document examples and illustrations from the SHADoW project for adaptation.

2. Key Concepts and Definitions for HMIS Data Warehouses

a. Goals and uses for a data warehouse

Data warehouses are large repositories designed for archiving and analyzing historical data from an organization’s daily business operations.  By utilizing appropriate business intelligence software
 tools, users are able to sort through massive amounts of data and effectively analyze warehouse data for insights and critical facts that in turn lead to improved decision making.  Data made available from multiple perspectives including regional and national trend data can often greatly increase the value of internal information. Information is disseminated to target users using such techniques as data inquiry searches, user report subscriptions, and electronic mail.

The goals and uses of a statewide data warehouse that supports decision-making on homelessness will vary depending on the business needs of participating public and private organizations.  However, the overarching goal of a statewide homeless data warehouse is to understand the needs of homeless households while promoting greater responsiveness, accountability, and impact from the community of homeless service providers.
Examples of the types of insights and critical facts that may be derived from a statewide homeless warehouse include:

· The determination of the cost of homelessness on state systems.

· The impact of changes in state programs and allocations on the numbers, characteristics, or types of services provided by safety-net organizations in the private sector.

· The patterns of service usage (both state and private) that relate to patterns of homelessness.

· The benefits homeless persons are receiving, if any, from state services designed to help those in need.

· The trends and patterns of homelessness that can assist policy makers and strategic planners with long and short term program decisions.

Specific uses of statewide homelessness data include:

· Determining the degree homelessness leads to parole failure and how a greater focus on housing can mitigate future parole failures.

· Researching how homelessness leads to criminality and what statewide policies may shape future criminality.

· Studying longitudinally the various agency responses to persons who are chronically homeless.

· Studying the combinations of State and private services most likely to result in a reduction in homelessness.

· Identifying services that had the best success rate in terms of clients not becoming homeless again.

· Determining the percentage of children exiting foster care and ending up in the homeless system.

· Forecasting the financial impact of potential policies and actions regarding homelessness.

· Supporting multiple perspectives of non-duplicated homeless trends.
b. Introduction to statewide data warehouse components

The Statewide Homeless Assistance online Warehouse (SHADoW) is a virtual data mart
 or view of aggregated homeless service activity datasets collected from departmental data silos within the State of Michigan’s statewide data repository housed on a Teradata hardware platform, Figure 1.  Data sets as specified and made available by participating agencies are extracted from the data repository, matched with MSHMIS (CoC) homeless data sets, submitted to a Unique Client Identifier process for de-identification, assigned a random number and stored as SHADoW datasets.

	Michigan Data Warehouse schematic, Figure 1
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Key components of the current SHADoW design include:

Program-level datasets: Specifically identified program-level datasets representing service activity as provided by MSHMIS and each participating agency with Personal Protected Information (PPI) removed, (e.g. name, DOB, and SSN).

Pipe Separated Value schema: A Teradata database has no native or available XML load routine.  Exult 2.0
 was chosen to transform XML into a delimited ASCII file. Because of the possibility of commas existing in the code, the file was converted using the pipe symbol (‘|’) as a delimiter for the periodic extraction, transformation, and transmission of data sets. The project will likely switch to the HUD XML schema when a suitable XML shareware solution is available for the Teradata;

Unique regional identifier: A geographic code for Michigan State Housing Development Authority’s (MSHDA) eight statewide regions is included to allow for some urban / rural comparisons;

Relational database: Michigan’s relational database platforms as of this writing are: 
· Teradata

· Oracle 10g
· Microsoft SQL Server 2005
Secure socket layer, encryption, firewall, and backup server: Specific State of Michigan standards for security features that include Secure Socket Layer (SSL) encryption during data transmission, firewalls, and data disaster and recovery services can be obtained by contacting the Michigan’s Department of Information Technology, Office of Enterprise Security (OES), 515 Westshire Drive, Lansing, MI 48913, Phone: (517) 241-4090.

Data analysis software: Business Objects XI software for data analysis and reporting.

c. Privacy and security issues

The basic safeguards for privacy and security apply equally to a data warehouse as to any other system. These safeguards include at a minimum (1) prevention of unauthorized data access; (2) prevention of unauthorized data modification or theft, (3) availability to the right users at the right time, and (4) the system must keep a record of activities performed by its users. 

Michigan’s SHADoW data warehousing includes data collected at nearly 500 non-governmental organizations statewide as well as at Michigan’s state agencies.  The participating organizations and agencies enter the partnership with diverse privacy practices, laws and cultures.  While the dataset was de-identified, a transparent and clearly communicated policy for how PPI were used in the matching process and how the views of the data were managed to assure de-identification was especially critical to all participating partners. The SHADoW data warehousing occurred within a collaborative multi-organizational framework.  The  project needed to accounted for and be consistent with MSHMIS and human services privacy and security concerns, policies, and procedures.
Agencies and Continuums of Care (CoC) contributing to MSHMIS and state human services departments could potentially refuse to submit data if they felt that the SHADoW warehouse was not sufficiently secure and that the participants in the SHADoW project did not mutually acknowledge existing federal and state laws regarding privacy and security including but not limited to the Privacy Act of 1974 (5 U.S.C. 552a et seq.), HIPAA Privacy Rule (104-191 P.L.), and the Social Security Act (42 U.S.C. 1306(a).
Parts B and C of the paper reflect how Michigan approached these issues using memorandums of understanding acceptable to all.  However, statewide MSHMIS data warehouse planners should, at a minimum, examine the following:

· What is the consensus on policy regarding the privacy of data housed in the statewide warehouse?

· Will contributing sources submit PPI data to the statewide data warehouse and to what extent will the statewide data warehouse contain PPI?
· Beyond the management of PPI, what other procedures will be used to assure that the data is truly de-identified.
· To what extent will privacy standards apply to the data contained in the statewide data warehouse (the non-HMIS data), if at all?  Are there other federal and state laws?

· Will data from domestic violence providers be included?  If so, how do the Violence Against Women Act 2005 provisions apply?

· Do participating organizations’ existing privacy and security policies and procedures allow for the proposed statewide data warehouse uses of client data?
· What procedures and educational materials are needed to allow individual organizations from the larger HMIS data set to elect to participate or conversely not to participate?  

· Can organizations and agencies elect in or out of the project over time and how will changes in participating data sources be handled?
· Are changes to the policies and procedures of any of the organizations needed for data warehouse uses? 

· What privacy and security agreements are needed between participating agencies, state human services departments, and the statewide data warehouse provider?

· Will “research” be conducted?  What research agreements specifying allowable queries may be required?  Will researchers be allowed access to PPI?
· What statewide privacy and security policies must be created just for the data warehousing project, if any?

· What security features need to be included (token access, database encryption, etc.)?
A full exploration of data warehouse privacy and security is beyond the scope of this white paper.  The SHADoW effort relied heavily on existing State of Michigan practices for safeguarding data
.

d. Differences between data warehouse projects and HMIS

Even though a statewide homeless data warehouse like SHADoW and a statewide HMIS data warehouse deal with similar transactional data to extract business intelligence, project planners should understand some fundamental conceptual differences between the two project types.  
The following chart shows the differences between the two systems:
	Statewide HMIS

MSHMIS
	Statewide Homeless Data Warehouse

SHADoW

	Client data versus data sets:

	· Collection of data elements directly from clients and client service activity.

· Used at the agency level as a client record for purposes of:

·  Reporting to funding organization,

·  Program evaluation, 

· Case management, 

· Coordination of care between partnering agencies.  

· At the CoC level, used to:

·  measure the patterns of care for participating agencies,
	· Not used as a case management tool.  

· Designed to evaluate systems of care rather than to track specific clients. 

·  Provides information on series or sequences of programs contributing to or reducing homelessness.

	Interfacing with agencies versus with CoCs:

	· Staff works directly with homeless assistance or subject-matter agency staff (e.g., to ensure that quality data are collected).
	· Staff work mainly with HMIS project staff (e.g., to coordinate the up-loading of whole data sets for research, analysis, and reporting).

	SHADoW policies and procedures versus HMIS data warehouse policies and procedures:

	· Central focus is the collection, handling, and security of client information.
	· Central focus is to:

·  specify HMIS data sets to be shared, 

· identify restrictions on access and use of the data,

· Establish policy and qualifiers governing HMIS release of findings from the aggregated information.

	Satisfying one CoC versus building consensus across multiple organizational boundaries:

	· HMIS can move forward on decisions with agreement on a single subject-matter (i.e., health issues of the homeless).  
	· SHADoW can only move forward on decisions for which there is common agreement from a variety of subject-matter interests (i.e., datasets will not include agency names or locations).


e. Significant issues to consider in developing a data warehouse
Building a data warehouse to support multi-organizational objectives such as those of SHADoW is a task that can be as political as it is technical in its complexity. Implementing such a capability requires the ability to effectively communicate and arbitrate across organizational boundaries.  In many instances, external expertise is required to encourage the alliances and partnerships necessary to manage such a task.  This topic will be discussed in more detail in Part B: The Consensus Building Process.

During the mid-1990s, the State of Michigan with the assistance of external vendors and system integrators was able to successfully bring about the establishment of a statewide wide data warehousing concept supporting multiple silos of departmental data
 as well as other shared data.  Each silo houses individual departmental data.  Michigan’s Department of Information Technology (MDIT) with the assistance of external expertise where necessary provides technical warehousing support for both intra-silo
 and inter-silo
 data analysis and provides for security of the warehousing environment. 

 Michigan’s data warehouse is the main repository of Michigan’s historical data and institutional memory. To date, 30 terabytes of data are consolidated into the statewide warehouse. Both data warehouses and data marts are critical components of Michigan’s decision support capabilities and represent a primary means of data sharing
. 

The potential for successfully bridging the silos to develop and create subject matter specific warehouses or data marts such as SHADoW can be greatly enhanced by giving consideration to several key factors.
 Program/subject matter experts as well as technical staff will be necessary for this activity.
· Determine the percentage of subject-matter data that is missing, incorrect, or otherwise unusable. 
· Prevent inconsistencies by knowing the relationships between data in contributing databases and any impact of schema changes.

· Identify equivalent entities where the same data has different names across the contributing databases.

· Use metadata to support data quality i.e., to facilitate or restrict access to data, to determine source.

· Utilize appropriate transformation tools to extract, clean, and load data.

· Incorporate external resources (e.g. homeless trend comparisons against other entities) to add perspective and value to internal data.

· Utilize contemporary information distribution methods such as email, report subscription, and login searches.

· Focus on high payback applications initially that solidify funding supporters, lead to service improvements, and support business decision making.  

· Utilize off-the-shelf software and shareware where available to reduce costs and lead times and to insure that the knowledge needed to query the data set is available to all primary partners.

· Finally, don’t undersize hardware requirements.  Expect that high CPU performance will be needed to meet researching, analysis and reporting requirements of users enterprise-wide. Support these and future requirements with scalable databases and platforms.  Maintain loosely coupled systems to allow the database to spread over multiple servers.

3. Evaluation model and description
As part of the SHADoW project, an evaluation plan was developed by Lockheed Martin to obtain information about the expectations and experience of the SHADoW partners with the data warehousing planning, development, and implementation process. The plan called for obtaining information from the SHADoW team members who represent the various state agencies and non-profit organizations.  The three teams are:

· Department Leadership Team

· Project Team—Program track

· Project Team—Technical track

The pre-evaluation, Appendix F, consists of a pre-coded question about the individual’s role in SHADoW and a core set of pre-coded questions about the expectations and early experience with the planning, development and implementation. The post-evaluation questions, Appendix F, include the pre-evaluation questions from a post-implementation perspective, plus additional questions about the documentation and operation of the data warehouse.  
A survey of partner satisfaction was conducted during pre-development phase I as well as post-implementation Phase II.  The results are reflected in Appendix F.
Part B: The Consensus Building Process for SHADoW Project

1. Project overview – Phases I and II

The SHADoW Project was commissioned to design and implement a tool for  understanding the dynamics of the homeless population as well as to provide homelessness service agencies a better regional picture of the effectiveness of the programs they sponsor and the ability to better target their investments with the homeless population. 

The project was designed to be accomplished in two phases, each containing a program and technical track operating simultaneously. Phase I was designed to form the representative leadership team capable of obtaining high level departmental buy-in on project objectives and to enroll stakeholder teams as work groups with the capacity to:

· Design and develop functional requirements leading to the testing of a proof-of-concept model.

· Establish an evaluation plan for pre-development stakeholder expectations and post-implementation satisfaction.

· Develop a work plan of Phase II with shareholder buy-in to make SHADoW operational. 

Without collaboration, consensus, and top level buy-in on a perceptible value of Phase I proof-of-concept demonstrations, there would be no need to proceed further with Phase II tasks to:

· Facilitate the operational implementation of the proof-of-concept model.

· Assess the management of stakeholder expectations.

· Provide a summary white paper as a resource for other states.

The leadership team (SHADoW Board) represented six State agencies, Statewide HMIS Project Staff, and third party service contractors.  The Board, more fully described below, met typically monthly with work group members meeting more frequently as needed.

a. Statewide HMIS Project Staff
The Michigan State Housing Development Authority, established in 1966, provides financial and technical assistance through public and private partnerships to create and preserve safe and decent affordable housing, engage in community economic development activities, develop vibrant cities, towns and villages, and address homeless issues.  In 2006 MSHDA together with over 60 community planning groups (CoC) began the Campaign to End Homelessness in Michigan with 10 year plans to do so.  The collective information on the progress of these plans is tracked in the Michigan Statewide Homeless Management Information System (MSHMIS) providing real-time, unduplicated information.  MSHMIS, however, collects data primarily from community-based organizations and leaves a substantial gap in the ability to track and/or understand the experience of homeless populations regarding the use of public sector support services, entitlements, and benefits.  The SHADoW model was an opportunity to establish a proof-of-concept for quantifying the intersection of private and public sector homeless program data and providing a rich source of information on the specific impacts of State policies and initiatives that address poverty and housing issues.  A policy and advisory committee of departmental executive sponsors was formed to initiate the SHADoW Project. MSHDA is the lead organization (database owner) in the Statewide HMIS deployment as well as the hosting sponsor for the SHADoW project pilot.
The Michigan Coalition Against Homelessness (MCAH) is a nonprofit membership organization formed as an association of emergency shelters, transitional housing programs, nonprofit housing and service programs, government programs and concerned citizens from across the State.  MCAH serves as the leading advocate for homeless people in Michigan and the agencies that serve them.  MCAH is contracted by MSHDA to provide database and measurement support for the statewide HMIS deployment.  MCAH represented CoC interests in the pilot project and leads the technical team effort.
b. State Agencies
The Department of Human Services (MDHS) is Michigan's public assistance, child and family welfare agency. DHS directs the operations of public assistance and service programs through a network of over 100 county departments of human service offices around the state.  MDHS was a core data sharing member in the pilot project.

The Michigan Department of Community Health (MDCH) is responsible for health policy and management of the state's publicly-funded health service systems. About 2 million Michigan residents will receive services this year that are provided with total or partial support from MDCH.  MDCH was a core data sharing member in the pilot project.

The Michigan Department of Corrections (MDOC) is responsible for the operation of all prisons and camps. It is also responsible for state probation and parole supervision as well as oversees Community Residential Programs and the Michigan Parole Board. 

Prisoner transition data was of great interest in the analysis of homelessness.

The Department of Information Technology (MDIT) was created in October 2001 to achieve a unified and more cost-effective approach for managing information technology among all Executive Branch agencies.  MDIT provided SHADoW technical support and database expertise.
c. Introduction to third party services contractors
Lockheed Martin:  Contract with HUD CPD is conduit for project funding.
DYNS Services, Inc: Lead contractor for the SHADoW project has over 30 years experience in supporting community based services for public and private agencies including evaluation systems, information and referral systems and project management.  DYNS maintained project leadership for the SHADoW project.

Bull Services: a leader in providing Medicaid and human services agencies with nationally recognized business intelligence and data warehousing solutions. Bull provided expertise for the Unique Client Identification (UCI) algorithms responsible for de-identification. 

Bowman Systems: a national leader in providing HMIS software systems and data importing services.  MSHMIS uses Bowman’s HMIS product ServicePoint and provides technical and hosting services to the statewide HMIS deployment.  Bowman developed algorithms for importing datasets from the MSHMIS data warehouse to the SHADoW data warehouse.  
2. SHADoW Planning and Governance

a. SHADoW’s essence: a dynamic process in consensus building

IT Governance is a phrase that can conjure up visions of bureaucracy, waste of time, and micromanagement in both the technical and stakeholder communities.  However, when viewed as a positive step in a structured development environment, governance is more easily described as a means of identifying and managing:

· Stakeholder requirements, commitments, and measurable goals.

· IT resource requirements and performance in goal delivery.

Governance presents political problems that require consensus and an alliance of all parties to relinquish a measure of influence for the common good. Implementing such a partnership requires the ability to effectively communicate and arbitrate across organizational boundaries.  Traditionally, Michigan agencies have obtained the services of external expertise to manage such a task.  DYNS was retained for this effort because of its stakeholder knowledge and consensus building experience in a Michigan IT project environment.  Partnering with MCAH, the statewide advocacy organization was also strategic from the HMIS side.
b. SHADoW Leadership Board role and purpose
Each participating agency assigned a representative to the governing group of participating agencies (SHADoW Board). The board was chaired by the MSHDA. 

For the pilot project and future operational considerations, the Board was to be responsible for:

· Reviewing the project prospectus, scope of work, and ongoing governance strategy (including fiscal concerns).

· Negotiating inter-agency data sharing agreements. 

· Establishing access parameters for participating agencies.

· Reviewing ad-hoc access requests for research and other purposes.

· Identifying participating agency data fields of interest for inclusion. 

· Identifying the availability of external fields and data of interest locally, regionally, and nationally specific to homelessness.

Each participating agency representative was responsible for:

· Collaborating with other agency representatives in reviewing data access rules and protocols including all compliance forms.

· Notifying the Board of any intent on the part of their agency to terminate participation.

· Coordinating individual agency resource and support efforts as required in maintaining its SHADoW commitments. 

c.  A virtual office project management model

Michigan’s history of effectively utilizing a leadership team approach to IT project governance has led to the successful implementation of many major IT projects crossing multi-organizational boundaries.  The approach subtlety introduces the team to consensus building as a means of continually achieving group objectives.  Participants are accountable to their sponsors but more importantly accountable to their peers for completed assignments.  Achievers are most often nominated for future project opportunities where they are perceived by peers as project enablers.

DYNS used a common approach to project management and startup in the Michigan environment but took advantage of the organization’s familiarity with the leadership team process to set an aggressive but casual atmosphere for achieving project objectives:

· Convene a meeting of representatives nominated for the SHADoW project and through introductions reveal the fact that many of the participants had worked successfully together on previous projects and this team welcomed that experience.  This experience meant that subject-matter oriented members would define the business objectives, possible issues, and proposed solutions while technology oriented members would propose IT services available to facilitate a solution.

· Provide an overview of the goals of the project and discuss project plans, project tracking, major deliverables, and delivery dates.  Rather than being overwhelmed by the project goals participants should be excited about the possibilities for adding value and achieving success.

· Discuss issues and provide resolution where possible and earmark unresolved issues for future discussion. There’s no such thing as a dumb issue.

· Stress the need for the group to share the benefits of project deliverables with participating departments to foster sentiment for buy-in and support. Every member has a responsibility for marketing the project.

· Determine by consensus that stakeholders necessary for project completion were represented, and if necessary, establish a task to invite additional representation determined to be of value to the project.  If it is agreed that an agency was omitted from the team, use the necessary protocol to bring the agency on board.

· Assign roles and responsibilities through an interactive process of participants.  Sometimes it’s necessary to convince team members to leave their zone of comfort for the good of the project.

· Establish a future meeting schedule with targeted deliverables for each meeting.  Set expectation for each meeting to be a milestone towards delivery.  Discourage absences but welcome appropriate proxies.

· Finalize and publish a work plan.  A published plan allows for resource prioritization with other organizational efforts.

MSHDA set aside meeting space and an administrative assistant for the SHADoW Board.  However, attendance at a fixed location was not always practical for members and service contractors. A virtual office
 environment for enabling group participation from remote locations was readily available using the GotoMeeting
 electronic capability for online conferencing between individuals and/or workgroups. Collaboration on documents, discussions, and other project data was easily facilitated through this virtual office media.  Agendas, meeting documents, and minutes of the previous meetings were distributed by electronic mail prior to upcoming meetings.

d. How to plan for system costs

As the SHADoW development effort moved forward and it became more and more apparent that tasks at hand were truly achievable, board discussions began to focus on costing issues.   The contract through Lockheed Martin provided for the development and operation of a proof-of-concept model through March 31, 2008.  Beyond that period, the sustainability of SHADoW as an operational procedure would depend solely on the availability of funding sponsors.  For the long term, Shadows’ resources must be approved through the budgetary process and integrated as part of the States’ IT strategic planning effort.  In the short term, SHADoW must become operational to obtain buy-in at the highest levels and thereby gain long term sponsorship.  

Initial results from the proof-of-concept were encouraging and as expected raised questions on costs of system, utilization, and operation:

· How will ongoing operational systems be funded?

· How will system add-on costs (new agencies, areas of interest, etc.) be determined?

· Who will pay for add-on costs?

· What are the scheduling requirements for SHADoW?

· What are the operational resource demand requirements?

As of December 2007, the Board was continuing to discuss parameters that could definitively provide answers to cost issues:

· What additional agencies are needed to provide the core of SHADoW datasets?
· Who will fund the inclusion of these agencies?

· Who will maintain the operational SHADoW environment?

· Who will maintain importation and de-identification protocols?

· What scheduling is available within the existing IT environment?
· How the database is organized.  Specifically, the dataset is simply organized around “events.” Each “event” includes the event type, date(s) and in some cases the cost of the event.
In an effort to guide the Board and build consensus on parameters for cost development, a process flow (figure 2) was created to depict the path for quantifying the cost of additions to the proof-of-concept database and subsequent commitment supported by a memorandum of understanding (MOU). The process reflected activity requirements of the three (3) major components of the SHADoW infrastructure: Board, participating agency, and IT organization.

Figure 2. MOU Process Flow

Figure 2. MOU Process Flow
The Participating Agency would develop and submit to the SHADoW Board:

· A concept paper:

· Requesting inclusion to the Board.

· Describing the intended areas of interest and benefits of the database.

· Identifying agency and SHADoW datasets to be included.

· If approved, initiate inclusion procedures:

· Provide concept paper to IT organization for costing and timing.

· Present costs and proposed phase-in schedule to Board.

· Commit funding and other resources as required.

· Revise if necessary and finalize the SHADoW Memorandums of Understanding (MOUs).

The SHADoW Board as part of its procedures for maintaining and enhancing the database would:

· Review agency requests for inclusion and approve (Acceptance or Denial)

· Approve integration of agency into SHADoW inclusion timetable. 

· Initiate MOU signature procedures.

The Board can request the inclusion of an agency as a value added enhancement to the SHADoW database. In such instances, the board would initiate inclusion procedures similar to those of a participating agency and commit Board funding for the enhancement.

The IT organization (MDIT) would:

· Review agency concept requirements and develop costs.

· Develop a proposed timetable for Shadow inclusion.

· Upon agency funding commitment and in consistency with IT planning timetables, implement the SHADoW inclusion process:

· Initiate development and implementation activity as scheduled.

· Update documentation and publish revisions.

e. Summary of lessons learned and suggestions

· The project will need at least one knowledgeable “champion” who is committed to the vision, understands the operational nuances of the warehouse, the interface between the warehouse and the various departments, and is respected by the subject matter experts within the departments.  Stated plainly, SHADoW could not have moved forward without ownership by staff directly responsible for the Warehouse itself.

· IT department participation early on in the project helps to identify and in many cases lower technology and financial barriers to success by framing solution possibilities within the realm of existing or planned operational business environments.
· Consensus is not achieved through the democratic process but rather through the process of effectively communicating and arbitrating to move a group towards making a decision.

· A competent work group is the principal driver for achieving success on projects funded for the short term, i.e., proof-of-concept projects.  Each individual must be capable of working independently as well as cooperatively.

· Buy-in is needed by participants at all levels of project activity to successfully achieve objectives but buy-in at the highest level of participating departments is critical to sustaining the project as a business operation.  Every member of the team is responsible for marketing project successes.

· Senior level participation in project meetings and demonstrations increase the chance for high level buy-in.  Some barriers were overcome through discussion with senior leadership within the Department.
· Meeting formats are critical to maintaining interests and enthusiasm.  Start on time. Keep them short. Have an agenda. Have an objective.  Maintain minutes of important discussions, issues and resolutions. Distribute minutes and materials timely.

· As part of maintaining consensus, facilitate electronic attendance to all meetings to ensure that each session has the opportunity to provide information to and receive information from all members. 

· Understand the dynamics of current and ongoing project funding issues including budgetary and strategic planning cycles as well as current resource constraints.
3. Building on a Statewide Homeless Management Information System 
The central driver of the SHADoW concept is the statewide HMIS.  State partners rely on the HMIS data to identify homeless persons included in the matching process and to track across time changes in homeless status as well as some other demographic characteristics.
a. What is the Michigan Statewide Homeless Management Information System?

The Michigan Statewide Homeless Management Information System (MSHMIS) is the result of a strong culture of collaboration and two years of planning by 57 of Michigan’s 60 Continuum of Care (CoC) areas electing to come together on a single database platform.  MSHMIS provides an unduplicated count of the homeless; measures the patterns of homeless service use; measures the effectiveness of services delivered and through improved collaboration improves the coordination of care for homeless persons.
b. Geographical background
Currently, the statewide platform is operational in 57 Continuum of Care .  Two of the remaining 3 independent jurisdictions (Washtenaw and Grand Rapids) plan to migrate to the statewide platform in 2008 resulting in direct coverage in 82 of Michigan 83 counties.
c. History of MSHMIS

For years, the best efforts of Michigan’s homeless service providers were stymied by the lack of a consistent data collection infrastructure and a common language to describe the homeless.  In April 2004 with grants from HUD, MSHMIS was initiated with a phased implementation of computer hardware installations at hundreds of service points around the state, followed by intensive training and many hours of collaboration leading to a consensus on the language of homelessness.  Today, all but three of the CoCs utilize MSHMIS data gathering and analysis support.

d. Need for leadership

The Michigan State Housing Development Authority (MSHDA) subcontracts with the Michigan Coalition Against Homelessness (MCAH) to provide database and measurement support to organizations and departments statewide.  The HMIS Project Director participates on the State Leadership Team composed of leadership from MSHDA, Department of Human Services, Department of Corrections, Department of Community Health, Corporation for Supportive Housing, Department of Information Technology, Department of Labor and Economic Development, the Coalition for Youth and Families, and MSHDA.  The Leadership Team has been critical in building the vision for Michigan’s Campaign to End Homelessness as well as supporting the SHADoW project.  

Also key to the success of Michigan’s Statewide HMIS project has been the ability of the project staff, state and local leadership to envision the assets of having a single platform for the community service record. That platform:

a. Reduces duplication that occurs between CoCs yielding a more valid statewide count,  

b. Supports the adoption of common analytic strategies that allow decision makers to better plan services,

c. Allows research to be statewide instead of a few sample communities.  What works in Detroit may not work in Marquette.

Reflecting the strong collaboration, trust, consistent and accessible database training/operation, and communication, the HMIS has grown dramatically and continues to grow in the 4th year of operation.  Further, because of the trust built from the operational history, agencies have been willing and even excited about the research opportunities afforded by the SHADoW data merge.   Contracting management of the data system to a neutral third party – The Coalition – was a successful strategy reducing the fear that typically accompanies measurement projects.  The Coalition’s mandate is about advocacy for the homeless.  The Coalition is neither a provider that might compete for grants or a funding organization.    Finally, MSHDA and the other State Departments have actively participated in the HMIS project prioritizing it in grants and various funding initiatives.   A combination of responsive quality service and funding requirements has resulted in broad participation by diverse agencies.

e. MSHMIS composition

MSHMIS supports over 500 participating agencies and 1,200 plus users.  Participating  organizations include permanent supportive housing providers, emergency and transitional shelters, day shelters and warming centers, case management programs, feeding centers and food pantries, outreach programs, homeless education coordinators, Community Action Agencies, health care providers, mental health providers, drug and alcohol treatment providers, homeless youth and runaway providers, faith-based providers, and even a few private businesses who offer free goods or services to the homeless (e.g., laundry and thrift shops).  A wide array of related State homeless grants also uses the MSHMIS as a primary client activity reporting tool. 

 As of fall 2007 there were 155,000 unduplicated individuals being tracked through the system.
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The number of homeless persons covered in the System has grown from 64% in mid 2006 to 75% in mid 2007.  48 out of 60 (80%) CoCs achieved 75% or better coverage during 2007.  In addition to coverage, the amount of duplication has increased substantially indicating that current saturation is affording a more complete picture.  

To encourage use of HMIS data in research, the production of de-identified data sets to support research and planning was discussed as a formal part of the privacy training required for all users of Statewide HMIS.  The Statewide Homeless Assistance online Warehouse (SHADoW) project was introduced to all participating HMIS agencies in January of 2007.

f. Basic participation understandings and guiding principles

Each CoC is tasked with planning their local implementation of MSHMIS to include all those organizations that touch the lives of homeless persons. With the introduction of SHADoW, the MSHMIS Participation Agreement was amended to incorporate specific language about de-identification as well as research.  The policy states:

“The Agency acknowledges that MSHDA or MCAH or both will be preparing de-identified research data sets to support research and planning.  

De-identification will involve the masking or removal of all identifying or potential identifying information such as the name, Unique Client ID, SS#, DOB, address, agency name, and agency location.

Geographic analysis will be based on MSHDA Regions to prevent any data pools that are small enough to inadvertently identify a client by other characteristics or combination of characteristics.

Programs used to match and/or remove identifying information will not allow a re-identification process to occur.

CoCs will be provided a description of each Study being implemented.  Agencies may opt out of the Study through a written notice to MCAH.”  

A description of SHADoW was published in January 2007 with a March 31st opt out deadline, Appendix D.   As each new agency implements MSHMIS, they are informed about SHADoW and given the opportunity to “opt out.”  To date, only 27 of the 470 participating agencies have elected to opt out.  Because the dataset is refreshed routinely and completely replaced in that process, agencies may opt out at any time and their data will be excluded in the next refresh.

g. Governance and philosophy

The HMIS database is owned by MSHDA through an HMIS grant with HUD.  MSHDA has contracted with the Michigan Coalition Against Homelessness (MCAH) for management of the system.  Michigan Homeless Assistance and Advocacy Board (MHAAB) serves as the HMIS Steering Committee providing oversight to the project as a whole.  Operational guidance on functionality and issues related to the shared platform is provided by a monthly meeting involving local representatives (System Administrators) from across the State.  This meeting is hosted remotely and has large attendance.   

h. Relationship of local CoCs and HMIS, opt out option
In Michigan 57 of the 60 CoCs (23 Independent Jurisdictions and 37 rural CoCs that make up the Balance of State) elected to join together on a single platform to provide a statewide HMIS.  In the fall of 2007 the remaining two legacy HMIS implementations also decided to join the statewide platform (scheduled for 2008) resulting in only one CoC not active in the statewide data system.    Each participating agency must assign a staff person dedicated to the implementation and each CoC must identify either a System Administrator (has access to CoC data) or a System Coordinator (coordinates activities related to the data base but staff from MCAH provide system administration).  Communication regarding HMIS flows through the local System Administrator or Coordinator. Five rural CoCs have elected not to have a local System Administrator.  MCAH hosts user meetings monthly to address issues related to the system and provide updates about what is new.  MCAH also offers a full suite of trainings that can be attended remotely simply by clicking on a link.  Nearly all system support is provided remotely and customized to the user’s needs.

i. Relationship to other state and local entities

As noted above local project representatives take part in steering committee activities convened by MSHDA, the SHADoW Advisory Board and MHAAB.  Furthermore under MCAH’s management, HMIS have been fully integrated into all homeless initiatives as the primary reporting mechanism.  Representatives from Michigan’s Department of Human Services and Department of Community Health serve as “System Administrators” on the HMIS database for their grantees.  A list of state partners is provided below.  Local relationships are described under the CoC section.

State Partnerships: 

· MDCH Homeless and Runaway Youth Contracts.  

· MDCH Speaking Out Against Rape (SOAR) project. 

· MDCH’ PATH, Shelter + Care, and Housing Opportunities for Persons with AIDS (HOPWA) Programs.   

· MDHS’ Rural Housing Resource and Information Specialists. 

· MDHS’ Transitional Supportive Housing Leasing Assistance Providers.   
· MSHDA Emergency Shelter Grant Provider’s 290 organizations statewide. 

· MSHDA/HOME Tenant Based Rental Assistance Homeless Preference Programs.

· MSHDA Housing Choice Voucher Homeless Preference Pilot Programs.

· Michigan Network for Youth and Families Homeless/Runaway Youth Providers. 
j. Summary of lessons learned and suggestions

· It is critical to introduce the concept of research to agencies from inception of the project and describe as part of that introduction privacy issues related to the research. 

· By removing the identifiers for both clients and agencies and by using Regions as the smallest geographic representation, the SHADoW data set was substantially less threatening to local agencies as well as State agencies.  De-identification reduces the burden associated with Human Subjects Research and allows the negotiation of MOU’s and Data Use Agreements to proceed with fewer legal barriers.  Central to this discussion is the understanding that SHADoW is not a case management or fund accounting tool but rather a tool to measure trends.

· The Michigan Statewide HMIS began publishing data very early in its implementation.  This “proof of concept” demonstrated the intended use of the information in advocating for the homeless.   Publication also reinforces the need for data quality and provides clarity on what the system contains. 

· Many participating agencies report for various grants using the system.  This assures that data quality is critically reviewed at least quarterly.  
· Local leadership was provided numerous opportunities to build a relationship with public sector leadership.  These interactions strengthen the trust and comfort necessary to develop the multi-organizational data warehouse envisioned for the SHADoW Project.  Consensus building is much easier when representatives of all areas of interest have had an opportunity to understand and openly discuss issues and concerns.
4. Building on a pre-existing statewide data warehouse

a. Overview of Michigan’s Data Warehouse

Michigan began its investment in Business Intelligence solutions in the mid 90’s with the acquisition by The Michigan Department of Social Services of NCR’s Teradata statewide data warehousing platform
 and a subsequent vendor partnership with Bull Services to help manage health care services to needy citizens.  The BI data warehouse now encompasses far more than health care data. 

The practice of sharing data across multi-organizational areas of interests has become an important part of Michigan’s decision support systems. This practice exists between State agencies and between other units of government (local and federal) as well as with vendor partners.  In the role of a statewide enterprise solution, the BI warehouse contains data from five major departments, twenty agencies, and more than 100 bureaus. To date, more than thirty terabytes of data are consolidated into the statewide data warehouse.

b. Potential Cost Benefits of Collaboration on DW platform

The SHADoW project has benefited greatly from being able to utilize versus having to fabricate an operational statewide data warehousing platform.  The collaboration necessary to muster the resources to put in place a repository of thirty terabytes of multi-organizational data has resulted in substantial business returns: 

Some of the financial and programmatic benefits Michigan has achieved utilizing the statewide BI warehouse platform includes:

· Food and Cash Assistance - More than $1.6 million in annual savings identifying clients who have left Michigan but failed to report their departure. 

· Child Development & Day Care - More than $17 million in fraud identified since project implementation in 2004; $9 million in 2005.  The judicial system has established restitution orders for nearly $8 million.  Projected annual savings of $13 million in program administration costs. 

· Fix and Find - Identifies food assistance errors.  To date, the program has identified 128,000 cases resulting in $57,738,916 in savings. 

· Integrates 27 separate health related agency data sources into a single, integrated environment. 

· The ability to conduct advanced health care analysis has resulted in DCH achieving annual financial benefits (savings, ROI, sanction avoidance, etc.) of nearly $200 million.   

· The BI/data warehouse was a key factor in investigators’ identification of the biggest Medicaid fraud case in Michigan history (148 counts of alleged fraud). 

· Over 488,000 replacement claims totaling over $36 million in payment adjustments have been processed through the Claim Adjustment Generator. 

· More than 83,000 voids have also been processed totaling over $35.5 million payment recoveries. 

· Over 59,000 children were identified as high-risk children for influenza vaccinations.

Some examples of operational cost benefits include:

· Support costs: Reducing the components that must be supported and resources required for support as well as establishing common training and skill sets. 

· Procurement costs: Volume purchasing discounts are available when purchases target value rather than diversity. 

· Interoperability: Eliminating disparate technologies that prevent the interchange of data between systems and cause unnecessary redundancy in information storage. 

· Aging technologies: Providing the opportunity for managing the obsolescence of technologies by striving to be consistent with technology.
c. Summary of Information available

The statewide warehouse uses Business Objects XI software for data analysis and reporting in a querying environment built to transform data into knowledge.  The types of data currently being shared in the statewide warehouse include:

· Federal Parent Locator System – (SSA, Veteran’s Affairs, DOD, FBI)

· State Directory of New Hires - (New hire information from employers)
· Department of Human Services - (Welfare program eligibility, payments, emergency programs, children’s services)
· Federal Case Registry - (Nation-wide information)

· Unemployment Agency - (Unemployment claimant benefit)

· Department of Community Health - (Health insurance and Medicaid data)

· Department of Natural Resources - (Fishing, hunting licenses)

· Department of Corrections - (Person, location, parole information)

· Department of Treasury - (Employee withholding taxes)

· State Directory of New Hires - (New hire information from employers)

· Financial Institutions - (Multi-state financial institution data match)

· State Licensing Agencies - (Professional license data)

· Department of State - (Drivers license data)

· Michigan State Police – (Personal protection orders)

d. Security and privacy issues

A statewide data warehouse can be a worthwhile target for an individual trying to access personal privacy information. This very large data collection and analysis system, serving many user communities with varying needs for security, requires a flexible security infrastructure. Facilities for accessing information over the internet outside of the State’s firewall require even more stringent security procedures.  Michigan’s Department of Information Technology, Office of Enterprise Security (OES) has a vigorous strategic planning effort
 for maintaining security and containing intrusion through the development of policies, standards and procedures to identify the State’s security requirements.

Federal authority and enabling legislation that sanctions data sharing between the participating state agencies as well as community-based organizations includes but is not limited to:

· Personal Responsibility and Work opportunity Reconciliation Act of 1996 (Public Law 104-193).

· Health Insurance Portability and Accountability Act of 1996 (HIPPA).

· HIPAA regulations: CFR 160 and 164.

· Title XIX of the Social Security Act: Medicaid.

· Individuals with Disabilities Education Act Amendments of 1997 (IDEA)-Act 34 CFR part 300.

· Education Department General Administrative Regulations (EDGAR)-Part80, Act 34 CFR 74-86, 97-99, March 2001.

· Family Education Rights and Privacy Act (FERPA Final Rule July 6, 2000).
State authority and enabling legislation that sanctions data sharing between the participating state agencies as well as community-based organizations, as authorized, includes but is not limited to:
· Mental Health Code: MCL 330.1100 et seq.

· Public Health Code:  MCL 333.1101 et seq. 

· Domestic Violence law: MCL 400.1501 et seq.

· Michigan State Plan------IDEA Part B.

· Michigan State Plan------IDEA Part C. 

· Michigan Social Welfare Act: MCL 400.1, et seq.

· Michigan Administrative Code R400.7101 et seq., R400.6101 et seq., R400.2001 et seq.

· Michigan Child Protection Law: MCL 722.621 – 722.638.

The SHADoW project maintains client privacy by taking existing data sets from multiple public and private sources and combining them into a unique permanently de-identified, routinely refreshed data warehouse.   De-identification occurs as follows:

A subset of information from the MSHMIS and other state human services departments’ including basic identifiers is downloaded into a tool developed for Michigan’s Data Warehousing to match and de-identify records from multiple sources. 

The tool will match records from the various systems, assign a single random number and strip all identifiers from the records. 

After the match is completed, no identifying information is retained in the dataset.  The tool has been designed to not allow re-identification once the random number has been assigned.

Geographic information is limited to regions so that no individual may be identified inadvertently by a non-identifying characteristic or combination of characteristics.  The download dataset from the MSHMIS does not include agency names or locations.  
De-Identification Protocol:  Client names, DOBs, SS information, and the MSHMIS unduplication algorithms are stripped from the record following the data match.  No information on agency, agency location, or client location (City or County) will be included in the dataset for download.  Geographic code for MSHDA’s 8 regions will be included to allow for some urban / rural comparisons
Research access to SHADoW datasets is strictly controlled by the SHADoW Board that includes representatives from the homeless service sector and MSHMIS, state departments and other professionals whose expertise is required to evaluate a particular data request.
5. How to turn data into business intelligence
a. Challenge of reaching agreement among collaboration partners

Project steering committee meetings can be mundane, ritualistic and unproductive. In the case of the SHADoW steering group, meetings were held to discuss important topics or deliverables, agendas were published but flexible, and topic resolution was required even if only tentatively as a place holder for future discussion.  Issue management is the key to reaching an agreement among partners. An issue will not be resolved unless the pros and cons of the topic are openly discussed and a consensus opportunity becomes apparent to all.

 In the early meetings of the SHADoW Board, an issue arose concerning ownership of the operational database. Consensus was that ownership can be a murky subject. It was more important to stress the benefits to be derived by departments and thereby gain buy-in and support for the project.  Access to the database should be the objective rather than ownership.

Another issue arose with the suggestion that because of the involvement of larger departments such as MDHS, MDCH, and MDOC, a team approach should be used for administration of database operations. Consensus was that the SHADoW Board with its representation of all major participants should administer the operational warehouse and that MSHDA would host the operation.  Resolution of this issue paved the way for creation of acceptable data sharing agreements and other memorandums of understanding (MOU).  

A critical topic arose regarding SHADoW as a data mart or individual warehouse within the statewide data warehouse. Key stakeholders are inside and outside the state’s firewall.  This represents an accessing issue for those outside the firewall. Consensus was that several alternatives existed for resolving this issue and that resolution could be postponed until after completion of the proof of concept. 

The bona fide challenge is in making a decision that all are willing to support rather than making a decision for the sake of meeting a timetable.
b. Building dataset components and mapping

The process of mining SHADoW data for business intelligence began with the extraction of data from the MSHMIS warehouse and loading it into the statewide warehouse. Specific datasets from MDHS and MDCH domains within the statewide warehouse were then extracted for mapping
 with the MSHMIS datasets.  The matching process combined with the de-identification process resulted in the creation of the SHADoW database, an individual data mart within the larger warehouse.  The analytical process to obtain business intelligence was accomplished using the state standard
 Business Objects intelligence software.  A summary of the actual technical process is cited below:

An extracted XML file from MSHMIS was downloaded from Bowman Systems (provided importation services for MCAH) to the Michigan Teradata Data Warehouse (MTDW) for loading. Bull Services provided the SHADoW match, de-identification and build expertise for the MTDW. 

The Teradata has no internal XML load routine therefore Exult 2.0 was utilized to transform the XML into a delimited ASCII
 file. After resolving a number of file conversion problems, a useable ASCII file table was created containing data grouped as Clients, Households, and Entry-Exits.

To correctly map the converted MSHMIS data to state agency data, a version of the MSHMIS data table was further converted to state agency data format which in turn improved query performance significantly.

So that the State of Michigan’s Uniform Client Identifier methodology (UCI) matching could continue, the tables containing identifying client information (Name, Date of Birth and Social Security Number) were loaded first.  76,464 Client records were loaded as well as 22,788 Household records and 14,484 Entry-Exits.  See Appendix E for a complete list of tables and views established for this project.

Preliminary matching using UCI showed very low numbers of matches with state agency data.  Manual examination revealed different coding structures for Social Security Number and Birth Date in the data files. Aligning the matching for this inconsistency eliminated the discrepancies.

Once the data was loaded, a number of data views were created to simplify access to the data for querying.

c. Proof of Concept

The analysis of information obtained in the initial SHADoW proof of concept continues to be conducted by stakeholder representatives.  Consistent with memorandums of understanding for data sharing and agency participation, the SHADoW Board has a definitive say on report interpretation of SHADoW data.  Such information will include qualifiers such as coverage levels or other issues necessary to fully explain the published findings. 

As of this writing, there is great enthusiasm among stakeholder representatives for the potential value of information demonstrated by initial results of the proof of concept.  The significance and or validity of these matches rest with the appropriate stakeholders.  Of mathematical significance was that of the 76,000 + MSHMIS records loaded for matching, .7% to 74% were aligned to fifteen MDCH events and 76% aligned to a single MDHS event.  

The success of the methodologies proposed and demonstrated in the SHADoW proof of concept does suggest that Michigan is a step closer in understanding the needs of homeless households while promoting greater responsiveness, accountability, and impact from the entire spectrum of homeless service providers.
d. Expenditure categories and hidden expenses

Having cited financial and programmatic benefits of a statewide data warehouse, it would be appropriate to look at categories of indirect or hidden expenses associated with SHADoW’s development and ongoing operation:

· Meetings: Collaboration was an essential aspect of the proof of concept and will be a vital part of the ongoing operation of SHADoW.  Meetings are essential for collaboration and consensus building but a 2.5 hour meeting of 10 stakeholders represents 25 person hours of cost.

· Cost for legal review: In addition to the cost of composition, each memorandum of understanding requires the review of at least one legal affairs representative.  There are two MOUs (data sharing and participation agreements) for each stakeholder and a Data Use Agreement (DUA) for each researcher.  Considering normal time requirements for legal review and negotiations, these are expensive processes.

· Privacy review: Privacy reviews are conducted as part of procedural and IT audits. The frequency of these audits is determined by statute in many jurisdictions.

e. Summary of lessons learned and suggestions
· Make sure that there is a credible “champion” of the concept on both the HMIS and the State warehouse side.  The “champions” must have both technical and subject matter expertise and be respected by leadership across the partnering agencies.  In SHADoW’s case the vision of the warehouse was an outgrowth of the membership and relationships built on the data systems group of Michigan’s Policy Academy.  Especially important was the tenacity and persistence of Barb Ritter, MCAH, Jim Davis, Bull Services and Rich Burgis, MDIT. in maintaining the projects initial visibility to organizational leadership. 
· Managing issues with open discussion and consensus building opportunities is fundamental to reaching an agreement.  However in spite of consensus, underlying barriers to success are mostly pacified and not necessarily eliminated. Unmet individual, organizational or technical constraints will persist unless resolved.  After a year of collaboration, many of SHADoW’s barriers were removed with the proof of concept success.  Being on a winning team makes potential winners of us all.
· As with most complex technology projects, establishing an environment for business intelligence mining requires persistence, patience, and the appropriate skill sets.  Partnering with third party vendors that have proven experience in specific subject areas can tremendously improve your chances for success.

· Success is a team effort.  Don’t “jump the gun” with misleading information based on faulty interpretation of the data.  Establish protocols, procedures, and qualifiers for publishing reports.
· As part of the financial preparation for a warehousing project, be sure to account for the ongoing indirect expenses
Part C: Implementation, operation, and documentation

1. Establishing the partnership to use data

a. Policy and protocols to access and share data

From the beginning of the project, the underlying strategy for developing the SHADoW environment has been to capitalize on existing people, processes and protocols.  Michigan’s history of using steering committees in IT project development, the availability of an existing statewide warehouse, and the tradition for using third party partnerships have been invaluable to the success of the SHADoW project.

The process of developing and negotiating memorandums of understanding (MOU) was successful utilizing a similar discipline.  

· Find an existing operational data sharing document to act as a “straw man”, an initial foundation to build upon.  The document must have had credible organizational acceptance and have passed legal scrutiny. 

· Modify the document by tailoring the subject matter language to produce a SHADoW template appropriate for discussing data sharing issues.  Retain all legal references.

· Present the new document with a summary of talking points to the SHADoW board for review and discussion.

 Early discussion centered on a common definition for terms used in the agreement.  This was an important discussion because it was another consensus opportunity for the group.  The discussion also provided the opportunity to observe that commonly used phrases were misunderstood.

For example, it was generally understood by the group that a data sharing agreement, an interagency agreement, a participation agreement, and a data use agreement were essentially the same document with expanded use.  In fact:

· An Interagency Agreement (IA), Appendix A, is the data sharing agreement allowing an agency or group of agencies to access the data of another. 

· A Participation Agreement (PA), Appendix B, identifies access criteria and procedures for the operational environment in which the data is accessed. 

· The Data Use Agreement (DUA), Appendix C, is a document establishing the criteria for researchers to access the data.

A glossary of definitions was developed and later incorporated into the Interagency Agreement.

Initially the Interagency Agreement was viewed as one document signed by all of the participating State agencies sharing or providing data from the statewide warehouse.  It soon became apparent that the language for such a document would be overly complex, requires scrutiny and acceptance by multiple legal affairs offices, and would require language exceptions for one agency to be approved by all agencies.  

In subsequent discussions it was determined that sharing of personal private information occurred only between MSHDA and the participating agency upon extraction of the agreed upon datasets from the statewide warehouse.  Therefore each agency should individually negotiate a data sharing agreement with MSHDA, host of the SHADoW environment. 

The agreement would specify in an Appendix A, those datasets - in the participating agencies domain of the statewide warehouse - that were to be made available to the SHADoW environment for extraction.

In compliance with existing procedure for establishing MOUs, the proposed Interagency Agreement was distributed to the participating agency’s SHADoW Board representative for subsequent submission to the department’s legal channels for approval and signature.  Program Track representatives continue to provide SHADoW Board liaison for agreement negotiations.

To avoid delaying proof of concept testing, consent was given to use specific MDHS and MDCH datasets for the testing environment.  These datasets are discussed in 2.b below.
b. Access rules and data release rules 
With the establishment of an Interagency Agreement for data sharing, the team moved on to develop the Participation Agreement for addressing access and use of the SHADoW environment as well as a Data Use Agreement to address access for research purposes.

The Participation Agreement was modeled after a similar agreement used by the CoCs and MCAH for utilization and access of MSHMIS.  Because the document was currently operational, SHADoW Board issues with the document were minimal and mainly referenced the Terms and Conditions section.  The body of the agreement identifies:

· Shadow access criteria.

· Client privacy commitments. 

· Custody and ownership of data.

· Data entry and environmental usage. 

· Release of information criteria.

· Database Security and Integrity.
All language was modified to be appropriate to the SHADoW environment. The document can accompany the Interagency Agreement to participating agency representatives for departmental approval and signature.  However further discussions on training, reporting, and scheduling may delay the signing of this document.
The Data Use Agreement (DUA) was modeled after the Centers for Medicare & Medicaid Services (CMS) data use agreement
.  The language was modified to address specific local circumstances.  The agreement addresses the conditions under which the SHADoW Board will disclose and the researcher will obtain, use, reuse, and disclose SHADoW datasets.  The body of the agreement provides for:

· A point of contact to be assigned by the SHADoW Board

· The purpose of the research (item 6.).

· The SHADoW datasets requested (item 7.).

· A retention period for utilization of the datasets after which the datasets must be returned or destroyed.

· A non-disclosure statement.

· A data security statement.

· A submission of findings prior to any public disclosure.

· Notification of unauthorized disclosure.

The researcher must further acknowledge that there are administrative, civil or criminal penalties for disclosure or misuse of personal, health and financial data. Disclosure criteria are further cited below in section C.1.e.

c.  Identification of internal and external research partnerships 
As cited in section V.1.iv of the Interagency Agreement, the SHADoW board is responsible for reviewing ad hoc requests for research.  Upon approval of the research request, a point of contact would be named from the participating agency sponsoring the research effort.  This individual would coordinate the negotiation of the Data Use Agreement.

Currently effort is underway to negotiate an agreement for research sponsored by MCAH in conjunction with a study in the Kalamazoo CoC.  This study seeks to learn about how people are currently using homeless and mainstream systems, develop estimated costs for each type of service they are using, and calculate the total costs associated with each person and with groups of people who use the system in similar ways.

d. Negotiating data use agreements
The process for negotiating a DUA is depicted in section B.2.d above and described completely in Data Use Agreement document in Appendix C.  The key factor is that researches must have a sponsor/mentor preferably a state agency and the research must be approved by the board. 

Currently under discussion are the circumstances under which a researcher would be required to complete a MDCH form 1277, Institutional Review Board for Humans Subject Research (IRB) application.   Proposed SHADoW procedures would be to require an IRB if the dataset is restricted to anything smaller than a MSHDA region.  It has also been suggested that an IRB is needed if causal conclusions are to be drawn from any findings. A definition for “casual conclusions” is forthcoming. 

In addition, with regard to research that goes to the CoC/community level, the researcher would need to complete an IRB process with the CoC (as well as MDCH if necessary).
Discussion also continues on how to distinguish this process from the basic process of researching planning information which should flow more easily.

e. Initial publication of data by and for partners
Concern for the protection of client privacy and personal information led to the inclusion of specific articles in both the Participation Agreement and the Data Use Agreement regarding restrictions on the publication and disclosure of findings from the analysis of SHADoW datasets:

· Article V.1 of the Participation Agreement states that, “The Agency acknowledges that the release of aggregated information will be governed through policies established by the SHADoW Board chaired by the MSHDA. Such information will include qualifiers such as coverage levels or other issues necessary to fully explain the published findings.”

· Item 11 of the DUA states that, “The User agrees not to disclose direct findings, listings, or information derived from the dataset(s) specified in item 7 with or without direct identifiers, if such findings, listings, or information can by themselves or in combination with other data be used to deduce an individual’s identity.  The User agrees further that the SHADoW Board shall be the sole judge as to whether any findings, listings, or information, or any combination of data extracted or derived from the SHADoW datasets identifies, or could, with reasonable effort be used to identify an individual.”

· Item 13 of the DUA states that, “The User agrees to submit to the SHADoW Board a copy of all findings, concerning any purpose specified in item 6, within 30 days of making such findings.  The User agrees not to submit such findings to any other party until the SHADoW Board finds that the findings do not breach the confidentiality of SHADoW’s data by allowing for the identification of the data’s subject individuals.  The SHADoW Board agrees to make a determination of approval and to notify the User within 4 to 6 weeks after receipt of findings.  The SHADoW Board may withhold approval for publication only if it determines that the format in which the data are presented may result in identification of individuals.”
2. Managing technical aspects

a. Protocol for updating and addition of new datasets

An operational SHADoW environment must include procedures for system maintenance and enhancement.  Maintenance for example would include the modification or elimination of dataset structures and content.  Enhancement might include the addition of new homeless areas of interests or new reporting and querying capabilities.  

The protocol to accommodate changes of this nature was depicted earlier in figure 2. MOU process Flow:

Participating agencies wishing to obtain additional MSHMIS data or have other datasets included in the warehouse would submit requests to the SHADoW Board.  Agencies would also provide notification to the Board of intended changes to the datasets currently available from the statewide warehouse.

The IT organization would provide notification to the Board of scheduled maintenance, enhancement or changes to the IT environment which impact SHADoW as well as additional cost associated with these events.

The SHADoW Board would negotiate with an agency for inclusion of its datasets in the SHADoW environment upon consensus by participating agency representatives that datasets of the agency were of value.

b. Creating baseline dataset and outcomes

The baseline dataset for SHADoW was created from the data file structure of the MSHMIS using relevant “life events” data (e.g. – entered a soup kitchen, applied for DHS Food Assistance, etc…) in order to: 
· Construct individual chronologies. 
· Thereby, research and understand success / failure patterns.

The goal is to answer specific research questions such as:

· What combination of MDCH / MDHS services is most likely to result in people not entering homelessness again?

· How many children that age out of foster care end up in the homeless system?

· How many homeless people that received “service X”, end up homeless again in the next 12, 24, 36 months?

· How many parolees, prisoner re-entries, probation clients end up homeless?  Does this vary by race, age, gender, or year?

· Of all MDHS clients who have received a payment for rent, how many of them subsequently have entered a homeless shelter? 

Data elements were chosen from the categories of:
· Client Matching/Identifying Characteristics.
· Serving Agency Information.
· Other Characteristics.
· Homeless Information.
· Employment/Education Information.
· Military Information.
· Housing Information.
· Exit Information.
Appendix D displays the initial baseline dataset from MSHMIS utilized for the proof of concept.  

Baseline data for state agencies included in the proof of concept were taken from the categories of:

MDHS

· Client Income Data

· Adult Protective Services Complaints

· Refugees and Immigrants

· Late Teen Foster Care Children

· Nursing Home Population

· Disabled Elderly Clients

· Medicaid clients

· SSI Clients

· Homeless Clients (as classified by DHS)

MDCH

Death Records

Lead Screening

LTC Homecare

LTC Nursing Homes

MCIR

Medicaid

MIHAS Children

MIHAS Referrals

Newborn Children

WIC

Birth Records

c. Creating standard outputs

Standard outputs in the form of queries are structured to maintain the private nature of information associated with the SHADoW database; outweighing all other resulting benefits that may be derived from the database. 

All data in the SHADoW is de-identified with the following characteristics:

· Personal information is omitted from the resulting warehouse.

· Users do not have the ability to “re-identify” anyone.

· Random “person identifiers” are assigned to each record.

Queries will bring back only “counts” of people based on selection criteria provided the count is 5 or greater.  This prevents possible identification based upon the size of the sample available for a specific community.

Examples of allowable queries include:

· How many people entered a homeless shelter in Ingham County and never applied for DHS assistance in the last 12 months?
· How many DHS Food Assistance clients under the age of 10 in Kent or Ottawa county claim to be homeless but never show up as having received services from a Homeless provider? 
· How many “homeless” families have the following criteria:

· Entered a shelter more than 5 times in the last 12 months

· Have subsequently received DHS Medical and Cash Assistance

· Have been referred to “Work First”

· Do the families with the above criteria show up again in the “Homeless System” over the next 24 months?

· How many show up again in the next 24 months?

· Based on the answer to the above 2 questions, are services effective? 

d. Managing and supporting platform, software and helpdesk

MSHDA with funding from the HUD grant provides support for the operational environment of the proof of concept system.  Operation of the Teradata platform environment is currently maintained with existing resources allocated by MDIT for the project.  Software development by Bowman Systems, Bull Services, and MCAH as well as the project management services of DYNS are all covered by the grant.

However, long term funding prospects are far less definitive at this time.  Specific qualifying information is necessary to quantify long term funding requirements:

· What are the immediate and future resource demands of the database based on user search and reporting requirements?

· What are the benefits of internet access and can security measures be adopted at a reasonable cost? 

· If internet access is required can the system be housed behind the State’s firewall for access by non-State agencies?

· Who will provide on-going SHADoW training and helpdesk support.

· What billing mechanisms will be implemented to recover SHADoW costs?

· Will MSHDA/DIT have appropriate resources and skills available to support SHADoW? 
· Who will be responsible for conducting the knowledge transfer activity from the proof of concept to MSHDA/DIT?
e. How do we sustain this?
Even with clarity provided for the operational questions above, the organization must address the business issues of sustaining a SHADoW operation:

· What portion of the SHADoW operation can be scheduled within the existing IT infrastructure services environment?

· What will be the development costs and who will pay for the development?

· What are the operational demands

· What are the estimated costs of operations
f. Lessons learned and suggestions

· The identification of development and operational costs as well as funding sources for the long term is the major task in wrapping up the proof of concept.  Stakeholders must be prepared to estimate service demand and operations must be prepared to project costs associated with the integration of the new system into the organizations business processes. 

· Agencies must answer the question of “What do we need and how much is it worth to us?”

· The Board must provide guidance on establishing charges for SHADoW services to both agencies and researchers.
· Institute a formal knowledge transfer process as part of operational staff training.
· Don’t “re-invent the wheel”.  Use the procedures currently in place for establishing rates and billing.  If users are familiar with current rates billings will be more readily accepted.
· Insure that the cost of subsequent HMIS data draws is affordable reducing the barriers for updating the data set. 
g. Future systems timeline for design and operations

Although not currently commissioned by HUD, any future white papers supporting the SHADoW project would most likely address the general operational topics of: 

· Enterprise security issues associated with obtaining business intelligence via the Internet.
· The value of incorporating regional and national external data feeds. 
· Personalized subscriber options and other contemporary distribution features.
Part D: Summary and Conclusions

Building a multi-organizational data warehousing capability is a complex project requiring teams of technical and subject matter expertise to collaborate on a bridge between technology and politics. The successful outcome will provide an analytical tool capable of supporting diverse business strategies to meet a common goal. 

 In the case of Michigan’s Statewide Homeless Assistance online Warehouse (SHADoW), the degree of complexity was lessened by:

· The existence of a multiple organization warehousing environment that substantially reduced project development costs.
· The existence of a statewide HMIS to provide unduplicated datasets of Michigan’s existing homeless clients. 
· A traditional culture of cross boundary governance and collaboration on IT projects that minimized the time requirements for obtaining needed resources.

· External partnerships for consensus building and product support that provided leadership and discipline to manage and implement the project. 

However despite the tremendous sense of achievement in producing a functional demonstration of this valuable business tool; the challenge remains to sustain SHADoW as an operational business system in the fight against homelessness.  This will require successful marketing at the highest institutional levels to identify and acquire long term funding solutions.
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Appendix A: Interagency Agreement

INTERAGENCY AGREEMENT

Between

MICHIGAN’S STATE HOUSING DEVELOPMENT AUTHORITY (MSHDA)
 AND
(Participating State of Michigan Agency) 

Regarding

DATA SHARING OF SPECIFIED DATA ELEMENTS FOR THE STATEWIDE HOMELESS ASSISTANCE ONLINE WAREHOUSE PROJECT

I. Introduction
As part of its Community Connections (ComCon) contract with the U.S. Department of Housing and Urban Development (HUD), Lockheed Martin Information Technology/Aspen Systems Corporation (LM/Aspen) has contracted DYNS Services to provide support for the development of the Statewide Homeless Assistance online Warehouse (SHADoW) for the State of Michigan. The project is to be conducted in two phases, Phase I – Planning and Early Development, and Phase II – Manage and Facilitate the Development, Implementation, Operation, and Documentation of SHADoW. 

Initial funding will cover Phase I activities. Phase II will be funded contingent upon the approval of a detailed Work Plan for Phase II and includes a technical assistance white paper as a major deliverable  to be used by HUD as a resource for other states in developing their statewide data warehouses.  Both phases are expected to be completed by December 31, 2007.  

The Statewide Homeless Assistance online Warehouse is the result of Michigan’s statewide collaboration to end homelessness involving not just community-based providers to homeless citizens but also the major state departments that provide public services to homeless citizens. The Congress, in 1999, instructed the Department of Housing and Urban Development to count the homeless in all its jurisdictions by 2004. To accomplish this, HUD implemented a strategy to collect standard data about the country’s homeless population. Michigan is one of a few states that has created a truly statewide technology for gathering this information—through the Michigan Statewide Homeless Management Information System (HMIS), a statewide web-based repository of data on homeless persons served by community-based organizations. The vision for this statewide “data highway” emerges from a number of converging strategic planning efforts. The “Data Systems Development Workgroup” from the State’s Policy Academy on Homeless Families and Children, the “Ending Homelessness” Work Group of MSHDA’s Affordable Housing Community Five Year Action Planning process, and an ongoing exchange by state human services department leadership have together developed conceptualizations and recommendations in this regard. As one of the few states with a truly statewide HMIS technology, Michigan is uniquely positioned to integrate homeless management data and public sector support services data using warehousing tools and serve as a model for other statewide implementations. 

Michigan’s HMIS, however, collects data primarily from community-based organizations and leaves a substantial gap in the ability to track and/or understand the experience of homeless populations regarding the use of public sector support services, entitlements, and benefits. Understanding the needs of homeless households while promoting greater responsiveness, accountability, and impact from the entire spectrum of homeless service providers will require the ability to explore the role played by other State departments (e.g., Michigan’s Departments of Human Services, Community Health, Corrections, Labor and Economic Growth, and Education) in responding to homeless populations and their needs.
Information on the current, past and future homeless status of clients shared by State agencies and the broad cross-section of Michigan’s community-based homeless service providers could support a better understanding of the successes and challenges associated with public policy. Specifically, the intersection of public and private data targeting the housing status of both shared clients and those who may never use public dollars (unmatched clients), would provide a rich source of information on the specific impacts of State policies and initiatives that address poverty and housing issues.
Using service delivery activity, The SHADoW project will take existing data sets and combine them into a unique permanently de-identified, routinely refreshed data warehouse model, one which will serve as a model for development of systems in other states. SHADoW will provide a new analytical resource for professionals to use in meeting the goals of ending homelessness in Michigan and potentially America.  

A. Purpose of the Interagency Agreement

The purpose of this Interagency Agreement (IA Agreement) is to establish the terms and conditions required to make use of the information stored by participating agencies in the statewide Data Warehouse (DW), and to allow interfacing and data sharing between the MSHDA, participating state agencies, and the Department of Information Technology (DIT).  This IA agreement is designed to specify the data resources the participating agencies supporting SHADoW will make available, and prescribe the restrictions on data access and use.

B. Goals of the Interagency Agreement

The State of Michigan, through the collaboration and coordination of participating state agencies and in partnership with community-based organizations and the federal government shall facilitate the implementation of a new analytical resource for professionals to use in meeting the goals of ending homelessness in Michigan and America.  The participating state agencies intend to allow the Michigan State Housing Development Authority access to information stored in the statewide Data Warehouse for purposes of identifying and understanding the affect of agency programs on the homeless and conversely the affect of homelessness trends on community and state agency programs.

II. Period of the IA Agreement

This Agreement may be terminated by any participating party at any time, for any reason upon 30 days written notice.  Upon notice of termination by any participating agency, MSHDA will cease to include the participating agency’s datasets as defined in that agency’s Appendix A in the next pull of the statewide Data Warehouse  However, if allegations or actual breeches of this agreement should occur, the SHADoW Board may immediately suspend access to the SHADoW until the allegations or breeches are resolved in order to protect the integrity of the system. 

.

III. Legal Authority

The SHADoW database will make permanently de-identified, routinely refreshed, data on homeless citizens in Michigan available for policy analysis by taking existing data sets and combining them into an integrated dataset. However, the participating agencies as well as community-based organizations, as authorized, understand and agree that in order to implement the SHADoW database, temporary usage of confidential and private information, as expressly identified in the Agency Appendices, will be necessary for the matching process to be accomplished. The final construction step of the SHADoW database is the replacement of all confidential and private information with a unique, but untraceable, identifier that provides for analysis of other characteristics that are allowable for release under applicable state and federal law, as expressly identified in the Agency Appendices, down to the individual case level while still maintaining the confidentiality and privacy of homeless citizens.

The Federal authority and enabling legislation that sanctions data sharing between the participating state agencies as well as community-based organizations, as authorized, includes but is not limited to:

Personal Responsibility and Work opportunity Reconciliation Act of 1996 (Public Law 104-193)

Health Insurance Portability and Accountability Act of 1996 (HIPPA)

HIPAA regulations: CFR 160 and 164

Title XIX of the Social Security Act: Medicaid

Individuals with Disabilities Education Act Amendments of 1997 (IDEA)-Act 34 CFR part 300

Education Department General Administrative Regulations (EDGAR)-Part80, Act 34 CFR 74-86, 97-99, March 2001

Family Education Rights and Privacy Act (FERPA Final Rule July 6, 2000)

The State authority and enabling legislation that sanctions data sharing between the participating state agencies as well as community-based organizations, as authorized, includes but is not limited to:

Mental Health Code: MCL 330.1100 et seq.

Public Health Code:  MCL 333.1101 et seq. 

Domestic Violence law: MCL 400.1501 et seq.

Michigan State Plan------IDEA Part B

Michigan State Plan------IDEA Part C 

Michigan Social Welfare Act: MCL 400.1, et seq.

Michigan Administrative Code R400.7101 et seq., R400.6101 et seq., R400.2001 et seq.

Michigan Child Protection Law: MCL 722.621 – 722.638

IV. Definitions

As used in and limited to this document, the following words shall have the assigned definition: 

Collaboration – means a relationship between two or more agencies in which there are common goals, mutual commitments, shared resources, decision-making, and evaluation of efforts.  Agencies contribute time, personnel, materials, funding and facilities as agreed to by each agency.  Each agency maintains control of its contributions, with shared decision-making and leadership.  Staff will work together to maximize each agency’s strengths and minimize its weaknesses.  Shared expertise and relying on others is an accepted norm.

Community-based organizations, as authorized – means organizations, entities or individuals authorized by the SHADoW Board to access the SHADoW data. It can also mean the inclusion of data from community-based organizations when authorized for inclusion by those organizations.
Coordination – A more formalized process of engaging in various efforts that align the efforts of participants.
Data Accuracy – Sources of SHADoW data recognize that they have a shared responsibility in providing for accurate data content. However, it is also recognized that for most data sources involved with the homeless, providing a service to the homeless is the primary concern and the recording of data is secondary. In other words, the data is the data.
Data Use Agreement (DUA) – agreement between MSHDA and individuals or institutions approved to analyze, for research purposes, the data that resides in the SHADoW.  This agreement addresses the conditions required to ensure the integrity, security, and confidentiality of SHADoW data, and to permit appropriate disclosure and use of such data as permitted by law, as well as require appropriate caveats and limitations on the interpretation of the results.

Data Warehouse – means the statewide electronic data system with stored electronic information from state agencies.

De-identified – means the removal of all personally identifying information that alone or in combination with other elements/datasets might lead to the re-identification of the person.)
Interagency Agreement (IA Agreement) – means this document and those it directly references.

Participating Agencies or Service Agencies – means State of Michigan agencies or affiliates envisioned for inclusion in contributing or managing SHADoW data, including but not limited to the Michigan State Housing Development Authority (MSHDA), Department of Human Services (DHS), Department of Corrections (DOC), Department of Community Health (DCH), Department of Education (DOE), Department of Labor and Economic Growth (DLEG), and Department of Information Technology (DIT), Michigan Coalition Against Homelessness (MCAH).  Participating Agencies constitute the SHADoW Board.

Participation Agreement – commits MSHDA, MSHDA/DIT, and the participating Agency to the procedures and responsibilities for accessing and analyzing SHADoW data as established by the SHADoW Board.

SHADoW – Statewide Homeless Assistance online Warehouse
SHADoW Board – group of participating Agencies, Service Agency representatives, and professionals that govern the use of the de-identified datasets comprising SHADoW.

Specified Data Element – means a data element maintained by a participating agency and expressly intended for sharing with participating state agencies as detailed in each Agency’s Appendix, which is incorporated into this Interagency Agreement and adopted by reference.

V. Operating Principles of the SHADoW Data Sharing Agreement

This IA Agreement between the MSHDA, participating agencies, and the DIT establishes the principles under which the participating agencies agree to cooperate in the initiation of the Statewide Homeless Assistance online Warehouse.  The IA Agreement being entered into by these agencies is intended to facilitate timely and efficient access to information stored and maintained by the participating agencies in the state Data Warehouse by MSHDA staff assigned to the SHADoW Project.

Therefore, MSHDA, participating agencies, and DIT agree as follows:

1. Each participating agency will assign a representative to the governing group of participating agencies(SHADoW Board), to be Chaired by the MSHDA, for purposes of:

i.  Reviewing the project prospectus, scope of work, and ongoing governance strategy (including fiscal concerns),

ii.  Negotiating inter-agency sharing agreements, 
iii. Establishing access parameters for participating agencies,
iv. Reviewing ad-hoc access requests for research and other purposes, 

v. Identifying participating agency data fields of interest for inclusion, and

vi. Making the most of external fields and data of interest locally, regionally, and nationally specific to homelessness.

2. The interest in maintaining the private nature of information associated with this IA Agreement outweighs the resulting benefit of meeting the goals of ending homelessness in Michigan and America. 
3. Access by participating agency personnel to information through this IA Agreement is a critical component of the SHADoW project.
4. Information is more valuable when it is current and reliable.  Accordingly, every effort will be made to ensure all information in the Data Warehouse is current and reliable as possible.
5. All agencies have the right to refuse to provide access to any specified data element if its release would result in federal or state-funding being adversely affected.
6. Each party to this IA Agreement must seek its own legal representative and bear its own costs, including judgments, in any litigation that may arise from the performance of this IA Agreement. It is specifically understood and agreed that none of the participating agencies will indemnify the others in such litigation.

A. Departmental Collaboration Team (SHADoW Board)

Pursuant to the terms and conditions of this IA Agreement, each participating agency representative will collaborate with other agency representatives in reviewing data access rules and protocols including all compliance forms.  Each participating agency representative agrees to notify each of the other participating agencies/organizations of their intent to terminate their participation in this agreement.  Each participating agency representative will coordinate individual agency resource and support efforts as required to meet and maintain agency interests in the Statewide Homeless Assistance online Warehouse.  
B. Michigan State Housing Development Authority Responsibilities
1. Provision of Data Elements
Pursuant to the terms and conditions of this IA Agreement, the MSHDA seeks access to information from participating agencies having specified data elements as expressly identified in each Agency’s Appendix designated as allowable for release under applicable state and federal law.  The specified data elements furnished will be limited to the information of homelessness identified for inclusion in the Statewide Homeless Assistance online Warehouse.  The specified data elements will reside on the State Data Warehouse under the supervision of the Department of Information Technology.

2. Use of Data Element 

The MSHDA agrees to use the records and information from participating agencies solely for the purpose of carrying out the MSHDA obligation to fulfill the purpose and goals of this I/A Agreement in providing a comprehensive data on homeless households—and promoting greater responsiveness, accountability, and impact of homeless services.

3. Security of Data

The MSHDA agrees to implement the following security requirements for the retrieval, access, storage, use, display, disclosure, or dissemination of any record or information obtained under this IA agreement:

a. Use of software and hardware that is technologically advanced and designed to prevent unauthorized access to the information.

b. Establish operational programs to prohibit unauthorized inquiries from any terminal or other access site.

c. Institute operational programs to detect unauthorized access, use or dissemination or unauthorized attempts to access, use, or disseminate any specified data elements provide to the MSHDA by this IA Agreement.

d. Establish and maintain security, audit, and control mechanisms, including audit trails, to identify improper use of records and information provided under this IA Agreement and to initiate appropriate action for violation of this IA Agreement, including criminal prosecution or employee sanction.

e. Provide for the physical security of terminals with access to data shared under this IA Agreement, with procedures and devices designed to protect against theft of records and information or unlawful access, use, or dissemination of records and information provided to he MSHDA under this IA Agreement.

f. The MSHDA will provide the right of access to information in accordance with the originating agency’s security rules in a manner that is consistent with the purpose of this IA Agreement.

g. The MSHDA will maintain information in a physically secure environment.

4. Data Collection

a. A subset of information from the HMIS and other state human services departments including basic identifiers will be downloaded into a tool developed by Michigan’s Data Warehouse to match and de-identify records from multiple sources.  The tool will match records from the various systems, assign a single random number and strip all identifiers from the records.  After the match is completed, no identifying information will be retained in the dataset.  The tool has been designed to not allow re-identification once the random number has been assigned.  Additionally, geographic information will be limited to MSHDA Regions so that no individual may be identified inadvertently by a non-identifying characteristic or combination of characteristics.  The downloaded dataset from the HMIS will not include agency names or locations.    With agency, Continuum of Care (CoC), or state department agreement, a unique number known only to that agency, CoC, or state department may be included in the data set to allow subsets of data to be constructed for approved research.   That number used to build the “view” of the data will not be included in that dataset to prevent re-identification of the record by the agency, CoC, or state department.  The database is not intended to support case management activities.
b. Client names, DOBs, SS information will be stripped from the record following the data match.  No information on agency, agency location, or client location (City or County) will be included in the dataset for download.  Geographic code for MSHDA’s 8 regions will be included to allow for some urban / rural comparisons.

c. Research Access to the de-identified data set (SHADoW) will be strictly controlled by the SHADoW Board that includes representatives from the homeless service sector and HMIS, state departments and other professionals whose expertise is required to evaluate a particular data request.  
d. The MSHDA retains all ownership rights to the de-identified dataset(s) encompassing the Statewide Homeless Assistance online Warehouse (SHADoW) derived from the data collection procedures described in 5.B.4.a, b, and c. above. 

C. Participating Agency

Pursuant to the terms and conditions of this agreement, the Participating Agency ________________________________ agrees to provide the MSHDA with the right to access specified data elements stored in the statewide Data Warehouse expressly identified in the Agency’s Appendix and allowable for release under applicable state and federal law.  The specified data elements are limited to information pertaining to homelessness selected for inclusion in the Statewide Homeless Assistance online Warehouse.  
D. Department of Information Technology (DIT).  

The DIT will establish operational programs to prohibit inquiries from any terminal or other access site that is not properly authorized.

The DIT will utilize advanced and efficient programming to prevent unauthorized access to information.

The DIT has the right to audit and confirm and test that adequate procedure and controls are in place to protect data shared under this IA Agreement.
E. External Entities: 

 There are four external, non-governmental agencies responsible to the SHADoW project.

i. Michigan Coalition Against Homelessness:  entity responsible for collection and management of HMIS system

ii. DYNS Services Inc.: corporation responsible for managing the SHADoW project on behalf of HUD and Lockheed Martin

iii. Bowman Systems: providing data transport services to SHADoW 

iv. Bull Corporation:  providing technical assistance in use of de-identification process and data warehouse related technology.
VI. Confidentiality
The participating agencies understand that information disclosed for the purpose described above shall not be used for any purpose without the expressed consent of the originating agency’s director or designee and agree to the following security measures:

1. Information and access thereto will be restricted to persons who are authorized and require the information to fulfill the goals of the Statewide Homeless Assistance online Warehouse.

2. All persons will be instructed as to the confidential nature of the information, penalties both civilly and criminally associated with noncompliance with the confidentiality requirements pertaining to this information, and safeguards required to protect the information.

IN WITNESS THEREOF, the duly authorized representatives of the participating state Agency and the Michigan State Housing Development Authority (MSHDA) have affirmed their signatures hereto on the date (s) written below:
	Dated at ________, Michigan this _______ day, of ________, 20___.

Witness: ____________________
	Michigan’s State Housing Development Authority (MSHDA)

By:_________________________



	Dated at ________, Michigan this _______ day, of ________, 20___.

Witness: ____________________
	(Participating Agency Title)

By:_________________________




This is only an example:

	Field
	Name
	Description
	Format
	Encoding
	Positions
	Include in

SHADoW
	Matching

Only

	1
	Case ID
	Agency case id
	9(15)
	
	01-15
	No
	No

	2
	Name
	
	X(30)
	Last, first
	16-45
	No
	No

	3
	SSN
	
	9(9)
	No hyphens
	46-54
	No
	Yes

	4
	Begin Date
	Service begins
	9(8)
	Ccyymmdd
	55-62
	Yes
	No

	5
	End Date
	Service ends
	9(8)
	Ccyymmdd, may be null if still active
	63-70
	Yes
	No

	
	
	
	
	
	
	
	


Appendix B: Participation Agreement

Statewide Homeless Assistance online Warehouse (SHADoW)

Participation Agreement 
Between 
Michigan State Housing Development Authority (MSHDA)
and 
_______________________________________________________ 


This agreement is entered into on _______________(dd/mm/yy) between the Michigan State Housing Development Authority, hereafter known as  “MSHDA,” and ___________________________________
(agency name), hereafter known as "Agency," regarding access and use of the Statewide Homeless Assistance online Warehouse, hereafter known as  "SHADoW."
I. Introduction 


The SHADoW, a de-identified database of homeless client service activity, allows authorized personnel at homeless and human service provider agencies throughout the State of Michigan to share client service delivery activity information, subject to appropriate inter-agency agreements, for the purpose of analyzing inter-organizational homeless datasets to investigate and understand the relationship between public policy and homelessness in Michigan.  
SHADoW’ goals are to: 
· Provide a research and planning database that may be used to study the nexus between private and public services for homeless persons in the state of Michigan.
· Support multiple perspectives of non-duplicated homeless trends
· Provide the ability to longitudinally study the various agency responses to persons who are chronically homeless.

· Improve the strategic targeting of investments to end homelessness.
In compliance with all state and federal requirements regarding client/consumer confidentiality and data security, the SHADoW is designed to collect and deliver timely, credible, quality data about services for homeless persons or persons at risk for being homeless.  MSHDA administers the SHADoW with the support of the State’s Department of Information Technology (DIT).

II. MSHDA/DIT Responsibilities

1. MSHDA/DIT will provide the Agency access to the SHADoW data-gathering system in accordance with procedures established by the group of participating Agencies that govern the use of SHADoW (hereafter referred to as the SHADoW Board).
2. MSHDA/DIT will issue user licenses for purposes of dataset analysis based on guidance from the SHADoW Board. 
3. Subsequent to review by the SHADoW Board, MSHDA/DIT will provide model notices, forms and other templates for agreements that may be adopted or adapted in local implementation of SHADoW functions.

4. MSHDA/DIT or its designated representative will provide both initial training and periodic updates to that training for core Agency Staff regarding the use of the SHADoW with the expectation that the Agency will take responsibility for conveying this information to all Agency Staff using the system.

5. MSHDA/DIT will provide basic user support and technical assistance in accordance with procedures and availability schedules established by the SHADoW Board. SHADoW staff will be accessible during non-standard operating hours in accord with procedures that will be published and periodically updated by MSHDA/DIT.

6. MSHDA/DIT’s publication practice for the SHADoW will be governed by policies established by the SHADoW Board chaired by MSHDA, and will include qualifiers or other issues necessary to clarify the meaning of published findings.

III. Privacy and Confidentiality 

A. Protection of Client Privacy

1. A subset of homeless client service delivery information including basic identifiers will be downloaded into a SHADoW de-identification tool to match and de-identify records from multiple sources.  The tool will match records, assign a single random number, and strip all identifiers from the records.  After the match is completed, no identifying information will be retained in the dataset.  The tool will not allow re-identification once the random number has been assigned.  Additionally, geographic information will be limited to MSHDA Regions so that no individual may be identified inadvertently by a non-identifying characteristic or combination of characteristics. The downloaded datasets will not include agency names or locations but will include the unique agency client number to allow more detailed analysis with agency approval. These are computer generated numbers and do not include any identifying information.  SHADoW will be operated by MSHDA/DIT to prevent any risk of release outside the signatories of the Administrative QSOBAA already executed.

B.  Client Confidentiality
1. The Agency will not divulge any confidential information received from the 
SHADoW to any organization or individual without proper written consent by the SHADoW Board, unless otherwise permitted by applicable regulations or laws.

2. The Agency will ensure that all persons who are issued a User Identification and 
Password to the SHADoW abide by this Participation Agreement, including all associated confidentiality provisions. The Agency will be responsible for oversight of its own related confidentiality requirements. 

3. The Agency agrees that those granted Agency Administrator systems access must first become a Certified SHADoW Agency Administrator through training provided by MSHDA/DIT or MSHDA/DIT-designated trainers.

4. The Agency acknowledges that ensuring the confidentiality, security and privacy of any information downloaded from the system by the Agency is strictly the responsibility of the Agency.


C. Inter-Agency Sharing of Information 

1. The Agency acknowledges that all forms provided for the SHADoW regarding client privacy and confidentiality are shared with the Agency as generally applicable models that may require specific modification in accord with Agency-specific rules.  The Agency will review all forms provided for the SHADoW to assure that they are in compliance with the laws, rules and regulations that govern its organization.  

2. The Agency will not include progress notes and psychotherapy notes, about the diagnosis, treatment, or referrals related to a mental health disorder, drug or alcohol disorder, HIV/AIDS, and domestic violence concerns. 

3. The Agency acknowledges that the Agency, itself, bears primary responsibility for oversight for all sharing of data it has collected via the SHADoW. 

D. Custody of Data 

1. The Agency acknowledges, and MSHDA/DIT agrees, that the Agency retains ownership over all information it enters into the SHADoW.
2. In the event that the SHADoW Projects ceases to exist, Participating Agencies will be notified and provided reasonable time to access and save applicable statistical and frequency data.  Thereafter, the information collected will be purged and appropriately stored.
3. In the event that MSHDA/DIT or its obligation to administer SHADoW ceases to exist, the custodianship of the data within SHADoW will be transferred by MSHDA to another organization for continuing administration, and all SHADoW Member Agencies will be informed in a timely manner. 

IV. Data Entry and Regular Use of SHADoW
1. The Agency will pay for any and all licenses used to access the SHADoW database.

2. Costs to access the SHADoW database will be established by the SHADoW Board and billed by MDHSA in accordance with established interagency billing procedures.

3. The Agency will not permit User ID’s and Passwords to be shared among users.

4. The Agency will provide specified data elements maintained by the Agency and expressly identified in Appendix A of the SHADoW Interagency Agreement. 
5. The Agency will submit data in a consistent manner, and will strive for submission in accordance with published schedules.
6. The Agency will routinely review records it has entered in the SHADoW for completeness and data accuracy.  The submission, review, and data correction process will be made according to SHADoW’ published policies and procedures.

7. The Agency will not knowingly enter inaccurate information into SHADoW.  

8. The Agency will utilize the SHADoW for business purposes only.

9. The Agency will keep updated virus protection software on Agency computers that access the SHADoW.

10. Transmission of material in violation of any United States Federal or State regulations is prohibited.

11. The Agency will not use the SHADoW with intent to defraud the Federal, State, or local government, or an individual entity, or to conduct any illegal activity.

12. Notwithstanding any other provision of this Participation Agreement, the Agency agrees to abide by all policies and procedures relevant to the use of SHADoW that MSHDA/DIT publishes from time to time.   


V. Publication of Reports 
1. The Agency acknowledges that the release of aggregated information will be governed through policies established by the SHADoW Board chaired by the MSHDA. Such information will include qualifiers such as coverage levels or other issues necessary to fully explain the published findings.

VI. Database Integrity 
1. The Agency will not share assigned User ID’s and Passwords to access the SHADoW with any other organization, governmental entity, business, or individual. 

2. The Agency will not intentionally cause corruption of the SHADoW in any manner. Any unauthorized access or unauthorized modification to computer system information, or interference with normal system operations, will result in immediate suspension of services, and, where appropriate, legal action against the offending entities. 


VIII. Terms and Conditions 
1. The parties hereto agree that this agreement is the complete and exclusive statement of the agreement between parties and supersedes all prior proposals and understandings, oral and written, relating to the subject matter of this agreement. 

2. The Agency shall not transfer or assign any rights or obligations under the Participation Agreement without the written consent of the SHADoW Board. 

3. This agreement shall remain in force until revoked in writing by either party, with 30 days advance written notice. The exception to this term is if allegations or actual incidences arise regarding possible or actual breeches of this agreement. Should such situations arise, the SHADoW Board may immediately suspend access to the SHADoW until the allegations are resolved in order to protect the integrity of the system. 

4. This agreement may be modified or amended by written agreement executed by both parties with 30 days advance written notice. 

5. The parties agree that the Michigan State Housing Development Authority (MSHDA) is a third-party beneficiary of this contract and may enforce the terms and provisions of this contract as applicable.  Further, the terms, conditions and agreements contained in this Participation Agreement may not be changed without the express written consent of MSHDA.

6. MSHDA/DIT may assign this Participation Agreement, or MSHDA may cause MSHDA/DIT to assign this Participation Agreement, upon due notice to the Agency.

IN WITNESS WHEREOF, the parties have entered into this Agreement:

AGENCY:





           
MSHDA:









SHADoW__________________   
By:







By:





Title:







Title: SHADoW Project Director_

Date:  __________________________


Date:

______________
Appendix C: Data Use Agreement (DUA)
INSTRUCTIONS FOR COMPLETING THE DATA USE AGREEMENT (DUA)

(AGREEMENT FOR THE USE OF THE STATEWIDE HOMELESS ASSISTANCE ONLINE WAREHOUSE (SHADoW) DATA CONTAINING DE-IDENTIFIED DATASETS OF HOMELESS INFORMATION)

This agreement must be executed prior to the release of data from SHADoW to ensure that disclosure will comply with the requirements of the Privacy Act, SHADoW Board agreements and procedures, and any Administrative QSOBAA already executed.  It must be completed prior to the release of specified homeless data sets or information. The term “datasets” for purposes of these instructions is defined by the specific data elements listed in item #7 of the document.

Directions for completing the agreement are as follows:

· First paragraph, enter Requestor’s Organization Name.

· Item#1 - enter the Requestor’s Organization Name.

· Item#4 - enter the Custodian Name, Company/Organization, Address, Phone Number (including area code), and E-mail Address (if applicable). The Custodian of the datasets is defined as that person who will have actual possession of and responsibility for the datasets.  This section should be completed even if the Custodian and the Requestor are the same.

· Item#5 - will be completed by a SHADoW Board representative.

· Item#6 - enter the Study and or Project Name and a brief description of the purpose for using the datasets.

· Item#7 - identify the dataset(s) the Requestor is requesting.  Specific dataset names should be entered.  If the names are unknown; you may contact a SHADoW Board representative to obtain the correct names.

· Item#8 - enter the Study/Project’s anticipated date of completion.

· Item#15 - will be completed by SHADoW Board representative.

· Item#19 - is to be completed by the Requestor.

· Item#20 - is to be completed by the Custodian.

· Item#21 - completed by the SHADoW Board representative.

· Item#22 - Complete if the Study is funded by one or more State of Michigan Agencies.   The Agency Name should be entered in the blank.  An Agency Project Officer should complete and sign the remaining portions of this section.  If this does not apply leave blank.

· Item#23 - a, b, and c will be completed by a SHADoW Board representative.
Once the DUA is received and reviewed for privacy and policy issues, a completed and signed copy will be sent to the Requestor for their files.



DATA USE AGREEMENT

DUA #____________

The Statewide Homeless Assistance online Warehouse (SHADoW) is designed to collect and deliver timely, credible, quality data about services for homeless persons or persons at risk for being homeless. In order to ensure the integrity, security, and confidentiality of data that resides in the SHADoW, and to permit appropriate disclosure and use of such data as permitted by law, the group of participating Agencies that govern the use of SHADoW (hereafter referred to as the SHADoW Board) and individuals or institutions approved to use the data, agree to the following terms regarding the release and use of data provided by the SHADoW Board hereunder.

1. This agreement is by and between the Michigan State Housing Development Authority (MSHDA) and ________________________________________________ hereafter known as “User”. 

2. This agreement addresses the conditions under which the SHADoW Board will disclose and the User will obtain, use, reuse, and disclose SHADoW dataset(s) specific to item 7 and/or any derivative file(s) that contain direct individual identifiers or elements that can be used in concert with other information to identify individuals. This agreement supersedes all agreements between the parties with respect to use of the data specified in this Agreement and provided by the SHADoW Board.  Further, the terms of this Agreement can be changed only by written modification to this agreement or by parties adopting a new agreement.  

3. The parties mutually agree that the SHADoW Board retains all ownership rights to the dataset(s) referred to in this Agreement, and the User does not retain any right, title, or interest in any of the data furnished by the SHADoW Board.

4. The parties mutually agree that the following named individual is designated as Custodian of the dataset(s) on behalf of the User and will be the person responsible for observance of all conditions of use and security arrangements as specified in the Agreement. The User agrees to notify the SHADoW Board within fifteen (15) days of any change of custodianship.  

______________________________________________________ 

(Name of Custodian)

______________________________________________________ 

(Company/Organization)

______________________________________________________ 

(Street Address)

______________________________________________________

(City/State/Zip)

______________________________________________________ 

(Phone Number)

______________________________________________________

(E-mail Address)

5. The parties mutually agree that the following named individual will be designated as point-of-contact for the Agreement on behalf of the SHADoW Board.

______________________________________________________

(Name of Contact)

______________________________________________________ 

(Title)

______________________________________________________ 

(Street Address)

______________________________________________________

(City/State/Zip)

______________________________________________________ 

(Area Code - Phone Number)

______________________________________________________

(E-mail Address)

6. The User represents, and in furnishing the dataset(s) specified in item 7, the SHADoW Board relies upon such representation, that such dataset(s) will be used solely for the following purpose(s).

______________________________________________________________________

______________________________________________________________________ 

______________________________________________________________________ 

______________________________________________________________________ 

______________________________________________________________________ 

The User further represents that the facts and statements made in any study or research protocol or project plan submitted to the SHADoW Board for each purpose are complete and accurate and represent the total use of the data file(s) specified in item 7. 

The User agrees that access to the data provided under this agreement will be limited to the minimum number of individuals necessary to perform the work. The data will not be made available to any unauthorized personnel or other organizations. If the sensitivity of the data warrants it, the User agrees to provide to the SHADoW Board a roster of the names of the individuals having access to the data.

7. The following SHADoW data set(s) is/are covered under this Agreement.

Dataset

___________________________________________

___________________________________________ 
___________________________________________ 
___________________________________________ 
___________________________________________ 
___________________________________________ 
___________________________________________ 


8. The parties mutually agree that the above dataset(s) and/or any derivative datasets may be retained by the User until ________________________ hereafter known as the “Retention Date”.  The User agrees to notify the SHADoW Board (point-of-contact in item 5) within 30 days of the completion of the purpose specified in item 6 if the purpose is completed before the retention date.  Upon such notice or retention date, the SHADoW Board will notify the User either to return all dataset(s) or to destroy such dataset(s).  The User agrees to destroy and send written certification of the destruction to the SHADoW Board within 30 days of receiving such notice.  If the SHADoW Board elects to have the data returned, the User agrees to return all datasets and derivative datasets within 30 days of receiving notice to that effect.  The User agrees to assume the duty to ask the SHADoW Board for instructions under this paragraph if instructions are not received within 30 days of the retention date’s passing.

This Agreement may be terminated by either party at any time for any reason upon 30 days written notice.  Upon notice of termination by the User, the SHADoW Board will cease releasing data to the User under this Agreement and will notify the User either to return all previously released datasets to the SHADoW Board at the User’s expense or destroy such data using the procedures stated in the preceding paragraphs.  Sections 3, 6, 8, 11, 12, 13, 14, 16, 17 and 18 shall survive termination of this Agreement.

9. The User agrees to use appropriate, administrative, technical, and physical safeguards to protect the data.  Authorizations should be based on the principals of need to know. Secured storage should be used to protect the data and encryption should be used when transmitting the data over unsecured means (such as e-mail).  The User agrees that the data must be stored at the site specified and not moved without notifying the SHADoW Board point-of-contact.  

10. The User agrees that authorized representatives of the SHADoW Board will be granted access to the User’s site indicated in item 4 for the purpose of inspecting to confirm compliance with the terms of the Agreement.

11. The User agrees not to disclose direct findings, listings, or information derived from the dataset(s) specified in item 7 with or without direct identifiers, if such findings, listings, or information can by themselves or in combination with other data be used to deduce an individual’s identity.  The User agrees further that the SHADoW Board shall be the sole judge as to whether any findings, listings, or information, or any combination of data extracted or derived from the SHADoW datasets identifies, or could, with reasonable effort be used to identify an individual.
12. The User agrees not to attempt to link or merge datasets identified in item 7 in an attempt to seek the identity of or to contact individuals.  A protocol that includes linkage of specified datasets must have been described and approved in accordance with item 6. 

13. The User agrees to submit to the SHADoW Board a copy of all findings, concerning any purpose specified in item 6, within 30 days of making such findings.  The User agrees not to submit such findings to any other party until the SHADoW Board finds that the findings do not breach the confidentiality of SHADoW’s data by allowing for the identification of the data’s subject individuals.  The SHADoW Board agrees to make a determination of approval and to notify the User within 4 to 6 weeks after receipt of findings.  The SHADoW Board may withhold approval for publication only if it determines that the format in which the data are presented may result in identification of individuals.

14. The User understands and agrees that they may not reuse original or derivative datasets without prior written approval from the person designated in item 23 of this Agreement.

15. The parties mutually agree that the following specified attachments are part of this agreement: 

______________________________________________________________ 

______________________________________________________________ 

______________________________________________________________

16. The User agrees to notify the SHADoW Board of any unauthorized disclosure of the data within 2 days of the incident. The User understands that as a result of the SHADoW Board’s determination or reasonable belief that unauthorized uses, reuses, or disclosures have taken place; the SHADoW Board may refuse to release further data to the User for a period of time to be determined by the SHADoW Board.

The User shall indemnify and hold harmless the SHADoW Board from any and all losses, expense, damage or injury that the SHADoW Board sustains as a result of, or arising out of, a breach of this Agreement by the User or its agents or subcontractor.

17. The Parties mutually acknowledge that certain types of personal, health and financial data are protected by Government regulations and laws, including but not limited to the Privacy Act of 1974 (5 U.S.C. 552a et seq.), HIPAA Privacy Rule (104-191 P.L.), and the Social Security Act (42 U.S.C. 1306(a). The Parties further mutually acknowledge that there are administrative, civil or criminal penalties for disclosure or misuse of these data. 

18. By signing this Agreement, the User agrees to abide by all provisions set out in this Agreement and acknowledges having received notice of potential criminal or administrative penalties for violation of terms of the Agreement.

19. The undersign individual hereby attest that he or she is authorize to commit to this Agreement on behalf of the User and further agrees to abide by all the terms specified herein.

____________________________________________________

(Name and Title of Individual – Printed or Typed)

______________________________________________________ 

(Signature and Date)

20. The Custodian as named in paragraph 4, hereby acknowledges his/her appointment as Custodian on behalf of the User, and agrees to comply with all of the provisions of the Agreement on behalf of the User.

______________________________________________________________ 

(Signature of Custodian, Title and Date)

21. The disclosure provision(s) that allows the discretionary release of SHADoW data for the purpose(s) stated in paragraph 6 follow:  (To be completed by SHADoW Board representative.)

22. On behalf of __________________________________________ the undersign individual hereby acknowledges that the above Agency sponsors or otherwise supports the Users request for and use of SHADoW data, agrees to support the SHADoW Board in ensuring that the User maintains SHADoW data in accordance with the terms of this Agreement, and agrees further to make no statement to the User concerning interpretation of the terms of this Agreement and to refer all questions of such interpretation or compliance with the terms of this agreement to the SHADoW Board representative named in item 23 (or his or her successor).

__________________________   _____________________________ 

(Typed or Printed Name)

(Title of Agency Representative)



______________________________________________________

(Signature)





(Date)

23. On behalf of the SHADoW Board, the undersign MSHDA Representative hereby attests that her or she is authorized to enter into this Agreement and agrees to all the terms specified herein.

__________________________________________________________

(Typed or Printed Name and Title of MSHDA Representative)



______________________________________________________

(Signature)





(Date)

Appendix D:  Opt-Out Date Deadline:  4/30/2007

Description of the SHADoW Research Project
Project Objective:  Using de-identified client-level information, the Statewide Homeless Assistance online Warehouse (SHADoW) will collaboratively create and maintain an inter-organizational dataset enabling analysis of information regarding the relationship between public policy and homelessness in Michigan.  Throughout Michigan, agencies that participate on the Michigan Statewide HMIS provide a safety-net for individuals and families when other forms of support (either public or private) fail to meet critical needs.  While protecting the privacy of individuals and agencies, a variety of questions may be answered through the intersection of state data and HMIS data.  

1. What is the cost of homelessness on State systems?
2. How do changes in state programs and allocations impact the numbers of persons served, the characteristics of those served, or the type of services provided by safety-net organizations in the private sector?  
3. Are there patterns of service usage (both state and private) that relate to patterns of homelessness?
4. Are homeless persons generally benefiting from state services design to help those in need?

Study Design:  A subset of information from the HMIS and other state human services departments including basic identifiers will be downloaded into a tool developed by Michigan’s Data Warehouse to match and de-identify records from multiple sources.  The tool will match records from the various systems, assign a single random number and strip all identifiers from the records.  After the match is completed, no identifying information will be retained in the dataset.  The tool has been designed to not allow re-identification once the random number has been assigned.  Additionally, geographic information will be limited to MSHDA Regions so that no individual may be identified inadvertently by a non-identifying characteristic or combination of characteristics.  The download dataset from the HMIS will not include agency names or locations.  The tool will be operated by MSHDA consultants/staff to prevent any risk of release outside the signatories of the Administrative QSOBAA already executed.

De-Identification Protocol:  Client names, DOBs, SS information, and the HMIS unduplication algorithms will be stripped from the record following the data match.  No information on agency, agency location, or client location (City or County) will be included in the dataset for download.  Geographic code for MSHDA’s 8 regions will be included to allow for some urban / rural comparisons.  A complete dataset is attached.

Research Access to the De-Identified Data Set (SHADoW) will be strictly control by the SHADoW Leadership Committee that includes representatives from the homeless service sector and HMIS, state departments and other professionals whose expertise is required to evaluate a particular data request.  
Project Sponsors:  
Michigan Coalition Against Homelessness, 
Michigan State Housing Development Authority, representation for the various departments that deal with human services, Michigan Department of Information Technology, and DYNS Consulting have participated in the planning process.  The project is funded by HUD through a subcontract with Lockheed Martin IT Services.
Fields included in the de-identified data set:

	Client Number

	Household Number

	Gender(894)

	Age (calculated from DOB)

	Ethnicity(896)

	Primary Race(895)

	Secondary Race (if applicable)(1140)

	Household Relate. Head Of Household

	Household Type

	Entry Date

	Exit Date

	Service Start Date

	Service End Date

	Service Code Description (AIRS Taxonomy)

	Referral Source Type

	CHARACTERISTICS:
	MILITARY INFORMATION:

	Do you have a disability of long duration?(1139)
	U.S. Military Veteran?(220)

	Disability Type(432)
	Military Service Related Disability

	Above condition is going to be long term?(1119)
	Receiving Veterans Services

	Institutional living prior to 18 years?
	Did You Serve in a War Zone?(1123)

	Domestic Violence Victim?(341)
	War Zone (1130)

	Extent of Domestic Violence(1121)
	Months Served in a War Zone(1131)

	
	

	HOMELESS INFORMATION:
	HOUSING INFORMATION:

	Is Client Homeless?(75)
	Prior Living Situation(43)

	Extent of Homelessness?(520)
	Length of Stay(1138)

	Is Client Chronically Homeless?(932)
	Facing significant back rent.(2478)

	Homelessness Primary Reason(78)
	Facing significant back taxes or mortgage payments(2476)

	Homelessness Secondary Reason(79)
	Living in sub-standard unit w multiple code violations

	EMPLOYMENT/EDUCATION INFORMATION:
	Facing back utilities and/or shutoff

	Unemployed?(531)
	Actual or Pending Eviction?(50)

	If Employed, Hours Worked Last Week?(1111)
	50% or more of income is spent on housing.(1273)

	Total Monthly Income(1120)
	Temporarily doubled up due to a housing crisis.(1275)

	Source of Income(141)
	History of being doubled-up-

	Start Date(841)
	EXIT INFORMATION:

	End Date(842)
	Entry Exit Destination

	Last 30 Day Income(142)
	Entry Exit Reason Leaving

	Currently in School or Working on any Degree?(1103)
	Entry Exit Subsidy

	Highest Level of Education Attained(134)
	Entry Exit Tenure


Appendix E: Data Mapping

	
	
	Data Sources, Elements, and Mapping

	
	

	
	
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	13
	14
	15
	16
	17
	18
	
	

	Table Name
	Data Element
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Person
	Person_Id
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Generated SHADoW client_id

	Person
	Data_Source_Code
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Coded to “SHADoW”, “DCH”. Or “DHS” according to source

	Person
	US_Citizen_Status_Code
	
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Only available in DHS data, set to “Y” if true

	Person
	Gender
	X
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Only available from SHADoW and DHS data (standardized to “M”,”F”,”U” or “ “)

	Person
	Ethnicity_Code
	X
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Only available in SHADoW and DHS data (standardized to 4 digit codes per US Census)

	Person
	Date_of_Birth
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Date of birth will be present, but not visible to users

	Person
	Date_of_Death
	
	X
	 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Date of client’s death, only available from DHS data

	Person
	Education_Level_Code
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Only available in SHADoW data, converted to CC/E standard values

	Person
	Veteran_Indicator
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Only available in SHADoW data, converted to CC/E standard values

	Person
	Multiple_Race_Flag
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Set to “Y” if SHADoW data indicates multiple race classifications

	Person
	Source_Effective_Date
	X
	X
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Effective date of client SHADoW record or DHS record Stored_On_Table_Date, N/A from DCh

	Person Events
	Person_Id
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Generated SHADoW client_id

	Person Events
	Data_Source_Code
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Coded to “SHADoW”, “DCH”. Or “DHS” according to source

	Person Events
	Event_Type_Code
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Event 1 – 14, from SHADoW, 20 – 29 DHS, 30 – 31 DCH

	Person Events
	Begin_Date
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Source event Begin_Date

	Person Events
	End_Date
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Source End_Date, if available

	Person Events
	Event_Description
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Event code description – refer to list of Event_Types

	Person Events
	Event_Amount
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Event cost

	Person_Race_Data
	Person_Id
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	Generated SHADoW client_id

	Person_Race_Data
	Data_Source_Code
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Coded to “SHADoW”, “DCH”. Or “DHS” according to source

	Person_Race_Data
	Race_Code
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Standard Census Bureau Race Code  as translated from source system

	Person_Race_Data
	Primary_Race_Flag
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	
	Generally set to “Y”, except for SHADoW secondary race data


Key:

1- DLEG – SHADoW

2- DHS – Clients

3- BWUC

4- DCH – Vital Records

5- DCH – Vital Records – Birth

6- DCH – Vital Records – Birth Father

7- DCH – Vital Records – Birth Mother

8- DCH – Vital Records – Death

9- DCH – Lead Screening

10- DCH – Long Term Home Care

11- DCH – Long Term Nursing Care

12- DCH – Long Term Outcomes and Assessment (OASIS)

13- DCH – MCIR

14- DCH – Medicaid Beneficiaries

15- DCH – MiChild Clients

16- DCH – Paternity – Father

17- DCH – Paternity – Mother

18- DCH – Women, infants, and Children (WIC)

Assessment of Surveys
An assessment of responses to the Statewide Homeless Assistance Data Online Warehouse Pre-Evaluation Survey, Appendix F, suggests that from the onset of the SHADoW project the majority of participants (73%) were in general agreement with the vision and objectives, goals, concept feasibility, and the potential return-on-investment value of the project.  A smaller majority of the participants (54%) understood their roles and responsibilities but a similar majority of participants (54%) were unsure of the potential effectiveness of the project’s team and track structure.

The small majority of participants (54%) saw no adverse effects to normal operations and services as a result of the project while (36%) withheld an opinion.  The larger majority ranging from 60 - 93% were in agreement on potential benefits to agencies in the areas of case management improvement, conducting impact studies, creating internal and external partnerships, improving communications and providing a development process model for other states.
An analysis of responses to the Statewide Homeless Assistance Data Online Warehouse Post-Evaluation Survey, Appendix F, suggests that a larger majority of participants (up to 83%) were in agreement with the vision and objectives, goals, concept feasibility, and the potential return-on-investment value of the SHADoW project.  In addition, those participants with an understanding of their roles and responsibilities increased to 83% while the number of participants unsure of the potential effectiveness of the project’s team and track structure was reduced to 25%.  The number of participants seeing no adverse effects to normal operations and services rose to (70%) and participant agreement on the potential benefits to agencies remained above 80%. 

The survey of operational issues in the post-evaluation suggests that the majority of participants were optimistic regarding:

· The security of shared data (83%).

· Flexibility of policies and protocols (93%).

· The technical platform (hardware and software) meeting user needs (90%), providing seamless interfaces (80%) and providing adequate response time (78%).

· Flexibility in ad hoc reporting (81%).

· The value of the white paper in furnishing adequate detail to allow others to duplicate the process.

Participants were less optimistic regarding training (54%), documentation (54%), and standard reporting (50%) and pessimistic regarding the ability for timely negotiation of interagency agreements (68%).

Statewide Homeless Assistance Data Online Warehouse Pre-Evaluation

1. What is your role on the Statewide Homeless Assistance Data Online Warehouse (SHADoW) for the State of Michigan? (Select only one.)
Overall Response Rate=61.1% (n=11)

45.5 % (n=5) Department Leadership Team 

  9.0 % (n=1) Project Team — Program Track Only

45.5 % (n=5) Project Team — Program and Technical Track


            Project Team — Technical Track Only              


            Other Non-Team Member/Observer 

Employee of the State of Michigan

63.6 % (n=7) Yes


 42.9 % (n=3) Michigan Department of Community Health


 14.3 % (n=1) Michigan Department of Corrections


 14.3 % (n=1) Michigan Department of Human Resources


 28.6 % (n=2) Michigan Department of Information Technology

36.4 % (n=4) No

P.3. The vision and strategic objectives of the Statewide Homeless Assistance Data Online Warehouse (SHADoW) for the State of Michigan have been clearly stated and presented. 

45 % (n=5) strongly agree 

27 % (n=3) somewhat agree 

18 % (n=2) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean= 77.3 (n=11)
P.3.1. Please explain why you believe that the SHADoW vision and strategic objectives have not been clearly stated and presented.

	I have just recently been appointed to the DLT and haven't the advantage of previous materials or discussions.  Lacking these materials, I have to say the vision and strategic objectives are not yet clear.




P.4. This statewide “data highway” is appropriate to my agency’s or organization’s needs.

64 % (n=7) strongly agree 

  9 % (n=1) somewhat agree 

18 % (n=2) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean=81.8 (n=11)
P.4.1. Please explain why you believe that the statewide “data highway” is not appropriate to your agency’s or organization’s needs.

	Again, as a recent addition to the DLT, this terminology has yet to be defined for me.  It's possible it is appropriate; I just have nothing to draw conclusions from, yet.



P.5. The SHADoW concept for an inter-organizational data warehouse, enabling direct access to and analysis of de-identified client–level information, is sound and feasible.

73 % (n=8) strongly agree 

18 % (n=2) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean=84.1 (n=11)
P.5.1. Please explain why you believe that the SHADoW concept is not sound and/or feasible.

	Still need to know more.  This one line concept sounds possible, but is it doable and still useful?



P.6. The benefits of SHADoW warrant the investment of time and labor required.

64 % (n=7) strongly agree 

  9 % (n=1) somewhat agree 

18 % (n=2) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean = 81.8 (n=11)
P.6.1. Please explain why you believe that the benefits of SHADoW do not warrant the investment of time and labor required.

	Unclear at this time, need more info.



D.7. The roles and responsibilities of the various agencies, organizations, teams, and tracks have been clearly defined.

27 % (n=3) strongly agree 

27 % (n=3) somewhat agree 

27 % (n=3) neither agree nor disagree

18 % (n=2) somewhat disagree 

Mean=65.9 (n=11)
D.7.1. Please explain why you believe that the roles and responsibilities of the various agencies, organizations, teams, and tracks have not been clearly defined.

	It is not clear to me which agencies are involved and how they are to be involved on a technical level.  I assume that this will come later?

Again, too new to project to determine.




D. 8. The breakdown of personnel into the various teams and tracks promotes efficient and effective communication to accomplish the required tasks.

18 % (n=2) strongly agree 

27 % (n=3) somewhat agree 

45 % (n=5) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean=63.6 (n=11)
D.8.1 Please explain why you believe that the breakdown of personnel into the various teams and tracks does not promote efficient and effective communication to accomplish the required tasks.

	Again, too new to project to form an opinion.




D.9. The development phase of SHADoW will adversely affect my agency’s or organizations normal operations with respect to…

9a. Staff and resources 

  9 % (n=1) somewhat agree 

36 % (n=4) neither agree nor disagree 

18 % (n=2) somewhat disagree 

36 % (n=4) strongly disagree 

Mean= 29.5
 (n=11)
D.9a.1. Please explain why you believe that the development phase will adversely affect normal operations of your agency or organization with respect to staff and resources.

	Too new to project to form an opinion.



9b. Programs (services)

  9 % (n=1) somewhat agree 

27 % (n=3) neither agree nor disagree 

64 % (n=7) strongly disagree 

Mean=20.5 (n=11)
D.9b.1. Please explain why you believe that the development phase will adversely affect normal operations of your agency or organization with respect to programs.

	Too new to project to form an opinion.



I.10. My agency or organization will directly benefit from SHADoW.

55 % (n=6) strongly agree 

18 % (n=2) somewhat agree 

18 % (n=2) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean=79.5 (n=11)
I.10.1 Please explain why you believe that your agency or organization will not directly benefit from SHADoW.

	Too new to project to form an opinion.




I.11. When implemented, SHADoW will allow my agency or organization to...

11a. Improve access to benefits, services and supports opportunities for homeless consumers.

45 % (5) strongly agree 

  9 % (1) somewhat agree 

36 % (4) neither agree nor disagree 

  9 % (1) somewhat disagree 

Mean=72.7

I.10a.1. Please explain why you believe that your agency or organization will not be able to use SHADoW to improve access to benefits, services and supports opportunities for homeless consumers to “mainstream” benefits and services.

	Too new to project to form an opinion.




11b. Improve case management

40 % (n=4) strongly agree 

20 % (n=2) somewhat agree 

30 % (n=3) neither agree nor disagree 

10 % (n=1) somewhat disagree 

Mean=72.5 (n=10)
I.11b.1 Please explain why you believe that your agency or organization will not be able to use SHADoW to improve case management.

	Too new to project to form an opinion.




11c. Conduct (additional) cost-analysis and impact studies

64 % (n=7) strongly agree 

27 % (n=3) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean=79.5 (n=11)
I.11c.1. Please explain why you believe that your agency or organization will not be able to use SHADoW to conduct cost-analysis and impact studies.

	Too new to project to form an opinion.



11d. Create internal and external research partnerships to help inform and assess homeless services practice and policy

64 % (n=7) strongly agree 
  9 % (n=1) somewhat agree 
18 % (n=2) neither agree nor disagree 
  9 % (n=1) somewhat disagree 
Mean=81.8

I.11d.1 Please explain why you believe that your agency or organization will not be able to use SHADoW to create internal and external research partnerships to help inform and assess homeless services practice and policy.

	Too new to project to form an opinion.




11e. Communicate and collaborate more fully with other agencies and organizations serving the homeless

55 % (n=6) strongly agree 

18 % (n=2) somewhat agree 

18 % (n=2) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean=79.5 (n=11)
I.11e.1 Please explain why you believe that your agency or organization will not be able to use SHADoW to communicate and collaborate more fully with other agencies and organizations serving the homeless.

	Too new to project to form an opinion.


I.12. The process by which we are developing SHADoW will serve as a model for other states and communities.

36 % (n=4) strongly agree 

27 % (n=3) somewhat agree

27 % (n=3) neither agree nor disagree 

  9 % (n=1) somewhat disagree 

Mean=72.7 (n=11)

I.12.1. Please explain why you believe that the process being used to develop SHADoW will not serve as a model for other states and communities.

	Too new to project to form an opinion.




Statewide Homeless Assistance Data Online Warehouse Post-Evaluation 

1. What was your role on the Statewide Homeless Assistance Data Online Warehouse (SHADoW) for the State of Michigan? (Select only one.)

Overall Response Rate=57.1% (n=12) 

67% (n=8) Department Leadership Team 

25% (n=3) Project Team — Technical Track Only

  8% (n=1) Project Team — Program and Technical Track 

Employee of the State of Michigan

58% (n=7) Yes 

29% (n=2) Michigan Department of Community Health

14% (n=1) Michigan Department of Corrections

14% (n=1) Michigan Department of Human Services

43% (n=3) Michigan Department of Information Technology

42% (n=5) No

P.3. The vision and strategic objectives of the Statewide Homeless Assistance Data Online Warehouse (SHADoW) for the State of Michigan were clearly stated and presented.

75% (n=9) Strongly agree 

17% (n=2) Neither agree nor disagree  

  8% (n=1) Somewhat disagree 

Mean= 85.4 (n=12)

P.3.1. Please explain why you believe that the SHADoW vision and strategic objectives were not clearly stated and presented.

	It has not been clearly articulated as to who and how the data will be used after the pilot.


P.4. This statewide “data highway” is appropriate to my agency’s or organization’s needs.

70% (n=7) Strongly agree 

20% (n=2) Somewhat agree 

10% (n=1) Neither agree nor disagree 

Not applicable (n=2) 

Mean=90.0 (n=10)

P.4.1. Please explain why you believe that the statewide “data highway” is not appropriate to your agency’s or organization’s needs.

	


P.5. The SHADoW concept for an inter-organizational data warehouse, enabling direct access to and analysis of de-identified client–level information, was sound and feasible.

83.3% (n=10) Strongly agree 

16.7% (n=2)   Somewhat agree 

Mean=95.8 (n=12)

P.5.1. Please explain why you believe that the SHADoW concept was not sound and/or feasible.

	


P.6. The benefits of SHADoW warranted the investment of time and labor required.

83.3% (n=10) Strongly agree 

16.7% (n=2)   Somewhat agree 

Mean=95.8 (n=12)

P.6.1 Please explain why you believe that the benefits of SHADoW did not warrant the investment of time and labor required.

	


D.7. The roles and responsibilities of the various agencies, organizations, teams, and tracks were clearly defined.

33.3% (n=4) Strongly agree 

50.0% (n=6) Somewhat agree 

  8.3% (n=1) Neither agree nor disagree  

  8.3% (n=1) Somewhat disagree 

Mean=77.1 (n=12)

D.7.1 Please explain why you believe that the roles and responsibilities of the various agencies, organizations, teams, and tracks were not clearly defined.

	There were many months spent trying to get the various state agencies to define their role.  On going ownership and funding after the pilot are still in question.


D.8. The breakdown of personnel into the various teams and tracks promoted efficient and effective communication to accomplish the required tasks.

33.3% (n=4) Strongly agree 

41.7% (n=5) Somewhat agree 

25.0% (n=3) Somewhat disagree 

Mean=70.8 (n=12) 

D.8.1 Please explain why you believe that the breakdown of personnel into the various teams and tracks did not promote efficient and effective communication to accomplish the required tasks.

	Way too much talk and not enough action and concrete outcomes to show interested parties actual results.

Communications were sporadic-typical updates came at Board Meetings.  I generally only had a vague sense of who was doing what at any given time.

The two tracks ended up becoming one single steering committee, and the program versus the technical decisions began to blur.  Project needed improved coordination, more project management resources.


D.9. The development phase of SHADoW adversely affected my agency’s or organization’s normal operations with respect to…

9a. Staff and resources 

30.0% (n=3) Somewhat agree

20.0% (n=2) Somewhat disagree 

50.0% (n=5) Strongly disagree 

Not applicable (n=2) 

Mean=27.5 (n=10)

D.9a.1 Please explain how the development phase adversely affected normal operations of your agency or organization with respect to staff and resources.

	We are working on a number of projects including SHADoW that are very time sensitive and have limited resources.  We were not able to contribute to the level we believe would improve the use of the data.

Time constraints on resources

On-going delays in decision making, communication and funding caused us to reschedule resources numerous times, and then not be able to get the technical resources we needed.  Being at the bottom of the food chain, we were basically left with no choice but to do…all the technical work on a shoestring.


9b. Programs (services)

10.0% (n=1) Somewhat agree 

10.0% (n=1) Neither agree nor disagree 

10.0% (n=1) Somewhat disagree 

70.0% (n=7) Strongly disagree 

Not applicable (n=2) 

Mean=15.0 (n=10)

D.9b.1. Please explain how the development phase adversely affected normal operations of your agency or organization with respect to programs (services).

	On going delays in decision-making, communication and funding caused us to reschedule resources numerous times, and then not be able to get the technical resources we needed.  Being at the bottom of the food chain, we were basically left with no choice but to do…to do all the technical work on a shoestring.




I.10. My agency or organization directly benefits from SHADoW.

45.5% (n=5) Strongly agree 

27.3% (n=3) Somewhat agree 

18.2% (n=2) Neither agree nor disagree 

  9.1% (n=1) Strongly disagree 

Not applicable (n=1)

Mean=75.0 (n=11)

I.10.1. Please explain why you believe that your agency or organization does not directly benefit from SHADoW.

	DIT services the technical side of the project and has no particular program interest.


I.11. SHADoW allows my agency or organization to...

11a. Improve access to benefits, services and supports opportunities for homeless consumers.

60.0% (n=6) Strongly agree 

20.0% (n=2) Somewhat agree 

10.0% (n=1) Neither agree nor disagree 

10.0% (n=1) Strongly disagree 

Not applicable (n=2)

Mean=80.0 (n=10)

I.11a.1. Please explain why you believe that your agency or organization is not able to use SHADoW to improve access to benefits, services and supports opportunities for homeless consumers.

	We are a technical contract resource and will not be using the data for program activities.


11b. Improve case management

33.3% (n=3) Strongly agree 

33.3% (n=3) Somewhat agree 

22.2% (n=2) Neither agree nor disagree

11.1% (n=1) Somewhat disagree 

Not applicable (n=3)

Mean=72.2 (n=9)

I.11b.1. Please explain why you believe that your agency or organization is not able to use SHADoW to improve care management.

	We are a technical contract resource and will not be using the data for program activities.


11c. Conduct (additional) cost-analysis and impact studies

60.0% (n=6) Strongly agree 

20.0% (n=2) Somewhat agree 

10.0% (n=1) Neither agree nor disagree 

10.0% (n=1) Somewhat disagree

Not applicable (n=2)

Mean=82.5 (n=10)

I.11c.1. Please explain why you believe that your agency or organization is not able to use SHADoW to conduct cost-analysis and impact studies.

	We are a technical contract resource and will not be using the data for program activities.


11d. Create internal and external research partnerships to help inform and assess homeless services practice and policy

50.0% (n=5) Strongly agree 

30.0% (n=3) Somewhat agree 

20.0% (n=2) Neither agree nor disagree 

Not applicable (n=2)

Mean=82.5 (n=10)

I.11d.1. Please explain why you believe that your agency or organization is not able to use SHADoW to create internal and external research partnerships to help inform and assess homeless services practice and policy.

	


11e. Communicate and collaborate more fully with other agencies and organizations serving the homeless

50.0% (n=5) Strongly agree 

30.0% (n=3) Somewhat agree 

20.0% (n=2) Neither agree nor disagree 

Not applicable (n=2)

Mean=82.50 (n=10)

I.11e.1. Please explain why you believe that your agency or organization is not able to use SHADoW to communicate and collaborate more fully with other agencies and organizations serving the homeless.

	


I.12. The process by which we developed SHADoW will serve as a model for other states and communities.

50.0% (n=6) Strongly agree 

25.0% (n=3) Somewhat agree 

16.7% (n=2) Neither agree nor disagree 

  8.3% (n=1) Somewhat disagree 

Mean=79.2 (n=12)

I.12.1. Please explain why you believe that the process used to develop SHADoW will not serve as a model for other states and communities.

	The project model could be improved, but did result in a good technical outcome.


O.13. The inter-agency data sharing agreements were negotiated in a timely fashion, allowing us to achieve project milestones as planned.

16.7% (n=2) Strongly agree 

16.7% (n=2) Somewhat agree 

41.7% (n=5) Neither agree nor disagree 

  8.3% (n=1) Somewhat disagree 

16.7% (n=2) Strongly disagree 

Mean=52.1 (n=12)

O.13.1. Please explain why you believe that the data sharing agreements were not negotiated in a timely fashion, so that you could not achieve project milestones as planned.

	These agreements are still not done as of our last board meeting on March 3rd 2008. 

They were late.

Interagency agreement between MSHDA, DCH and DHS were not done because they could not get these agreements in place in time so an existing agreement was used between DCH and DHS.  Data sharing agreements were only worked out at the last minute so that reports/data could be submitted.


O. 14. The SHADoW system allows agencies and organizations to share information in an environment that is secure, fully confidential, and HIPAA-compliant.

83.3% (n=10) Strongly agree 

  8.3% (n=3)   Somewhat agree 

  8.3% (n=3)   Neither agree nor disagree 

Mean=93.8 (n=12)

O.14.1. Please explain why you believe that the SHADoW system does not allow agencies and organizations to share information in an environment that is secure, fully confidential, and HIPAA-compliant.

	


O.15. The policies and protocols governing the use of data are strict enough to prevent its unauthorized access and disclosure, but flexible enough so as not to overly complicate the process of developing, implementing, and adding to the data warehouse.

66.7% (n=8) Strongly agree 

25.0% (n=3) Somewhat agree 

  8.3% (n=1) Neither agree nor disagree 

Mean=89.6 (n=12)

O.15.1. Please explain why you believe that the policies and protocols governing the use of data are not strict enough to prevent its unauthorized access and disclosure, and/or are not flexible enough, so that they overly complicate the process of developing, implementing, and adding to the data warehouse.

	


D.16. The training materials (e.g., hand-outs, user manual, etc.) for front-end tools are comprehensive and clearly written and presented, allowing staff to easily and quickly generate analyses and reports.

18.2% (n=2) Strongly agree 

36.4% (n=4) Somewhat agree 

36.4% (n=4) Neither agree nor disagree 

  9.1% (n=1) Strongly disagree 


Not applicable (n=1)

Mean=63.6 (n=11)

D.16.1. Please explain why you believe that the training materials (e.g., hand-outs, user manual, etc.) for front-end tools are not comprehensive and/or clearly written and presented, so that staff will not be able to easily and quickly generate analyses and reports.

	These have not been completed yet.  Funding has run out before the reports could be developed.


D.17. The technical documentation for the data systems structure is comprehensive and clearly written and presented, allowing staff to update and maintain SHADoW.

30.0% (n=3) Strongly agree 

30.0% (n=3) Somewhat agree 

30.0% (n=3) Neither agree nor disagree

10.0% (n=1) Strongly disagree 


Not applicable (n=2)

Mean=67.5 (n=10)

D.17.1. Please explain why you believe that the technical documentation for the data systems structure is not comprehensive and/or clearly written and presented, so that staff will not be able to update and maintain SHADoW.

	


O.18 SHADoW’s technical platform (hardware and software)…

18a. Provides a seamless interface with other system(s)

60.0% (n=6) Strongly agree 

20.0% (n=2) Somewhat agree 

20.0% (n=2) Neither agree nor disagree 


Not applicable (n=2)

Mean=85.00 (n=10) 

O.18a.1. Please explain why you believe that SHADoW’s technical platform does not provide a seamless interface with other system(s).

	


18b. Meets users’ needs

70.0% (n=7) Strongly agree 

20.0% (n=2) Somewhat agree 

10.0% (n=1) Neither agree nor disagree 

Not applicable (n=2)

Mean=90.0 (n=10)

O.18b.1. Please explain why you believe that SHADoW’s technical platform does not meet users’ needs.

	


18c. Provides an adequate response time

66.7% (n=6) Strongly agree 

11.1% (n=1) Somewhat agree 

22.2% (n=2) Neither agree nor disagree 

Not applicable (n=3) 

Mean=86.1 (n=9)

O.18c.1. Please explain why you believe that SHADoW’s technical platform does not provide an adequate response time.

	


O.19. SHADoW’s standard reports generate information most frequently needed by my agency or organization in an easy-to-understand format.

12.5% (n=1) Strongly agree 

37.5% (n=3) Somewhat agree 

50.0% (n=4) Neither agree nor disagree 

Not applicable (n=4) 

Mean=65.6 (n=8)

O.19.1. Please explain why you believe that the standard reports do not generate the information most frequently needed by your agency or organization in an easy-to-understand format.

	


O.20. The process for generating ad-hoc reports in SHADoW provides the flexibility necessary to produce nearly any report my agency or organization might need.

45.5% (n=5) Strongly agree 

36.4% (n=4) Neither agree nor disagree 

  9.1% (n=1) Somewhat disagree 

  9.1% (n=1) Strongly disagree 

Not applicable (n=1) 

Mean=65.9 (n=11)

O.20.1 Please explain why you believe that the process for generating ad-hoc reports in SHADoW does not provide the flexibility necessary to produce nearly any report your agency or organization might need.

	The process for generating ad-hoc reporting remains under development at this time.

Remains to be seen.


D.21. The white paper/documentation of the SHADoW project, outlining the activities undertaken to plan, develop, and implement the data warehouse, furnishes adequate detail to allow others to duplicate the process.

40.0% (n=4) Strongly agree 

50.0% (n=5) Somewhat agree 

10.0% (n=1) Neither agree nor disagree 

Not applicable (n=2) 

Mean=82.5 (n=10)

D.20.1. Please explain why you believe that the white paper/documentation of the SHADoW project, outlining the activities undertaken to plan, develop, and implement the data warehouse, does not furnish adequate detail to allow others to duplicate the process.
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� The removal of all personally identifying information that alone or in combination with other elements/datasets might lead to the re-identification of the person.


� Business Intelligence Software: What It Is and Why It Is Necessary, http://www.findwhitepapers.com/option,com_categoryreport/task,viewabstract/title,923/vid,216/id,/cat,/pathway,no/





� http://encyclopedia2.thefreedictionary.com/Data+mart 


A type of � HYPERLINK "http://encyclopedia2.thefreedictionary.com/data+warehouse" �data warehouse� designed primarily to address a specific function or department's needs, as opposed to a data warehouse which is traditionally meant to address the needs of the organization from an enterprise perspective. In addition, a data mart often uses � HYPERLINK "http://encyclopedia2.thefreedictionary.com/aggregation" �aggregation� or summarization of the data to enhance query performance.   


� � HYPERLINK "http://www.novixys.com/home.html" ��www.novixys.com/home.html�


� www.michigan.gov/documents/cybersecurity/OES_Strat_Plan_Exec_Version_Final_186301_7.pdf


� Michigan Data Warehouse schematic, figure 1.


� departmental data analysis


� enterprise-wide, multi-perspective, and/or subject-matter specific data analysis


� www.michigan.gov/documents/dit/2007_EA_Strategic_Approach_206296_7.pdf


� Eleven Steps to Success in Data Warehousing, http://www.syntelinc.com/uploadedFiles/Syntel_DW_11steps.pdf


� http://en.wikipedia.org/wiki/Virtual_office


� https://www1.gotomeeting.com/?Portal=www.gotomeeting.com


� http://www.teradata.com/enterprise-data-warehouse


� � HYPERLINK "http://www.michigan.gov/documents/cybersecurity/OES_Strat_Plan_Exec_Version_Final_186301_7.pdf" ��http://www.michigan.gov/documents/cybersecurity/OES_Strat_Plan_Exec_Version_Final_186301_7.pdf�, page 11.


� Matches data in one dataset with data in another dataset.


� http://www.michigan.gov/documents/131040_40944_7.pdf


� American Standard Code for Information Interchange (ASCII)


� http://www.cms.hhs.gov/PrivProtectedData/downloads/EDBCustomizedStateFile.pdf


� The question asks if development phase will negatively affect their agency’s staff or resources, the low response indicated that slight more than half of the members (54% or 6) believe that there will be no adverse or a slight impact on their agency’s staff or resources.
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